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Getting Started

Your instructor will provide a URL where you can access your lab environment.

Note: All work for this lab can be performed exclusively from the Linux jumphost. No installation or
interaction with your local system is required.

1.1 Connecting to the Lab Environment

Your instructor will provide directions on how to connect to the Ravello Portal.







Class - Public Cloud Architectures I: Deploying F5 BIG-IP Virtual
Edition in AWS

This class covers the following topics:
» Deploying AWS environments with CloudFormation Templates and Terraform
» Service Discovery iApp for dynamically populating pool members using instance tags
+ Cross Availability Zone HA with F5

Autoscale WAF

Logging to Cloudwatch

2.1 Infrastructure As Code

This lab will use HashiCorp Terraform and AWS CloudFormation templates to deploy two common F5 use
cases:

+ Cross Availability Zone High Availability
+ Autoscale WAF
The CloudFormation templates used in this lab are hosted in the official F5 Github repository:

https://github.com/F5Networks/f5-aws-cloudformation

2.1.1 Connecting to the Lab

Important: Your student account, and shortUrl value will be announced at the start of the lab.

* For this lab, a Linux Remote Desktop jump host will be provided as a consistent starting point.

» Though the public cloud environment runs on a shared AWS account, every student will build and
work in a dedicated AWS VPC.

» A convenient way to work through the lab is to split your screen in half: one side for the lab environ-
ment, the other side for the lab guide.



https://github.com/F5Networks/f5-aws-cloudformation

2.1.2 Lab Variables

The lab will make use of unique variables to provide access to the lab and isolate student environments.

Variable Name | Variable Value
shortUrl Unique key that provides access to this lab (i.e. abc123)
emailid Account name for each student (i.e. user01@f5lab.com)

2.1.3 Launch Remote Desktop Session to Linux

%~ Ravello End-User Portal X \\_\} & = &3

< c \ @ Secure | https://access.ravellosystems.com/simple/#/IXIILfI87EIfANBAWNVGPY VSWVGHVhEY hL6hZKsNGD/apps/312566! 3 % Q0 O & :

Welcome to the Public Cloud Lab
Lab Guides

o hitp://f5-agility-labs-public-cloud.readthedocs.io/en/latest/

ssh: 129.213.1435 ssh: 129.213.189.8
Port: 22

o | s B ®© OB ¥ H O

» Look for ubuntu1. Note the username / password. Click on rdp link. Download the rdp file. Click on
the rdp file to launch a Remote Desktop Session to your client.

+ Alternatively, you can copy and paste the ubuntui IP address into your Remote Desktop client to
modify settings.

— Local Resources => Keyboard => Apply Windows key combinations: On the remote computer.
This will allow you to quickly toggle (ALT + TAB) between windows inside the Remote Desktop
Session.

* Login with username / password



mailto:user01@f5lab.com

2.1.4 SSH to the F5-Super-NetOps docker container

From the Linux desktop, click on the upper-left-hand corner “Activities” to reveal the application Dock.

Click to launch the terminal application.

From the terminal, invoke the ‘snops’ command alias to ssh to the f5-super-netops docker container. Sub-
stitute user (su) to root.




sSnops
default
su -

default

2.1.5 Set Variables

Export your student account and short URL path variables.

Your student account will be used to create an AWS console login and provide unique names for infrastruc-
ture that you create in the shared AWS account.

The short URL path will be used to grant access to the shared AWS account both via the AWS API and as
the password for the AWS web console. Replace the emailid and shortUrl values below with the student
account name and short URL assigned to you at the start of the lab.

Attention: REPLACE THE EXAMPLE VALUES WITH THE VALUES PROVIDED TO YOU BY YOUR
INSTRUCTOR.

Copy and paste the commands below to accomplish the steps above.

export =user55@£f5lab.com
export =abcl23
printenv
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student@docker: ~

The printenv command will echo all your environment variables. Look for emailid and shortUrl. Confirm
the exported variables are correct.

2.1.6 Initialize your Lab Environment

This will create AWS credentials that you will use to access the shared AWS account.
You will:

» Change to your home directory.

« Clone the git repository for this lab.

» Change to the working directory.

* Run the start script.

Copy and paste the commands below to accomplish the steps above.

cd ~

git clone -b dev https://github.com/TonyMarfil/marfil-f5-terraform
cd ~/marfil-f5-terraform/

source start
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student@docker: ~

ython_v
(from rs
7" &

student@docker: ~ x

Attention: For a smooth ride, always invoke commands from inside the cloned git repository (marfil-f5-
terraform). To check you’re in the right place you can run the command pwd and the output should read
/root/marfil-f5-terraform

12



2.1.7 Launch Terraform

Now that we have created credentials to access the AWS account, we will use Terraform to deploy our lab
environment.

Initialize terraform.

’terraform init

Invoke terraform plan. This will output the changes that terraform will apply.

’terraform plan

Terraform apply.

’terraform apply

Activities [ Terminal v

Mon 18:44 &0 O~
student@docker: ~

[~/marfil
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student@docker: ~ x

aws_cloudformation_stack. f5-cluster-cross-az-ha-bigiq: Still creating... (2m20s elapsed
aws_cloudformation_stack. f5-autoscale-waf: Still creating... (2m1es elapsed)
aws_cloudformation_stack. f5-cluster-cross-az-ha-bigiq: Still creating elapse
aws_cloudformation_stack. f5-autoscale-waf: Still creating... (2m20s elaps
aws_cloudformation_stack. f5-cluster-cross-az-ha-bigiq: Still cr elapsed
aws_cloudformation_stack. f5-autoscale-waf: Still creating.

aws_cloudformation_stack. f5-cluster-cross-az-ha-bigiq: Stil a mses elapsed
aws_cloudformation_stack. f5-autoscale-waf: Still creating.

aws_cloudformation_stack. f5-cluster-cross-az-ha-bigiq: Still creating... (3mes elapsed)
aws_cloudformation_stack. f5-autoscale-waf: Still creating... (2 elapsed)
aws_cloudformation_stack. f5-cluster-cross-az-ha-bigiq: Still creating... (3m10s elapsed
aws_cloudformation_stack. f5-autoscale-waf: Still creating... (3m0s elapsed)
aws_cloudformation_stack. f5-cluster-cross-az-ha-bigiq: Still creating... (3m20s elapsed
aws_cloudformation_stack. f5-autoscale-waf: Still creating... (3m10s elapsed
ws_cloudformation_stack. f5-cluster-cross-az-ha-bigiq: Still creating... (3m3es elapsed
laws_cloudformation_stack. f5-autoscale-waf: Still creating... (3m20s elapsed)
aws_cloudformation_stack. f5-cluster-cross-az-ha-bigiq: Creation complete (ID: arn:aws:cloudformatio
aws_cloudformation_stack. f5-autoscale-waf: Still creating... (3m30s elapsed)
aws_cloudformation_stack. f5-autoscale-waf: Still creating... (3mdes elapsed)
aws_cloudformation_stack. f5-autoscale-waf: Still creating... (3mses elapsed)
aws_cloudformation_stack. f5-autoscale-waf: Still creating... (4mos elapsed)
aws_cloudformation_stack. f5-autoscale-waf: Creation complete (ID: arn:aws:cloudfor

|Apply complete! Resources: 23 added, © changed, © destroyed.

ur infrastructure has
required to modif
p it safe
command .

*+aws_alias+* =
bigIqLicenseManager = 18.205.205.53 e
bigipExternalsecurityGroup = sg-fed257b5
bigipHanagementSecurityGroup = sg-864f5acd
elb_dns_name = tf-elb-user55f5labcom-1389060235.us-east-1.elb.anazonaws . com
managementSubnetAzl = subnet-fd7805b7
managementSubnetAz2 = subnet-45db7519
restrictedSrcAddress = 0.0.0.0/0
sshkey = MyKeyPair-users5@f5lab. com
ss1_certificate_id = arn:aws 457112751961 :server-certificate/elb_cert_userss@fslab.com
vpc-7252a108
10.0.100.0/24

subnet-e27a07a8

10.0.2.0/24
vpc-public-b-id = subnet-9ad779¢6
00t@f5-super-n 1 [~/marfil

2.1.8 F5 AWS Lab Test application

Note the elb_dns_name value in terraform output. HTTP to this site from any browser to see the example
lab application.

Activities ) Firefox Web Browser ~ Mon 19:10 o O~
F5 vLab - Mozilla Firefox x

EC2 Management Cor' X | (§ BIG-IP® - ip-10-0-101- X | (§ BIG-P® - ip-10-0-102 X | (§ BIG-IP® - ip-10-0-2-14 X | (B F5 vLab x |+
[ IR} D tfelb om-1 us-east-1.elb. om 1 v o Q0 In@o =

£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

ip-100-2-118
| F5viLab  Demos ~ |

Public Cloud Lab: AZ #2

Deliver the most secure, fast, and reliable applications to anyone, anywhere at any time.

ek 2 bt g koo

O

Available Fast Secure
One of BIG-IP core functions is load balancing, which BIG IP s able to shift key tasks away from the server BIG-IP identifies and stops most DDoS attacks before
entails managing network traffic such that no one 1o its own processor in order to improve performance they reach the datacenter. With hardware-based DoS
server becomes overwhelmed while others idle. This This can reduce the number of servers in a typical protections, BIG-IP detects DDoS attacks and routes
improves application performance and availability. datacenter by as much as 60% and speed up the the connections away from critical servers, o rejects
performance of the remaining servers. them outright.

[=————

1p-10.01.190

10-10.0-2-118
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2.1.9 What just happened?

This is the TL;DR version of the steps completed.

When you clone the git repository, you are pulling down a current version of the files you need to get started.
These files are hosted on Github, the most popular online revision control repository, and include:

» Onboarding scripts that create your AWS account and other prerequisites: f5-super-netops-install.sh,
addUser.sh, export.sh.

« Terraform configuration files—a declarative, comprehensive representation of our entire application
stack:

— main.tf - Every terraform configuration has a main.tf. This contains all of the AWS specific (non-
F5) environment configuration, including web instances

— f5-cloudformation.tf files - A terraform file that takes the officially supported CloudFormation tem-
plate hosted in the official F5 github repo: https://github.com/F5Networks/f5-aws-cloudformation
and stuffs all of the prerequisite parameters so we don’t have to do it manually.

— outputs.tf - Any variable in the outputs.tf file can be rendered to the console with ‘terraform output’
and is exposed to other command line tools.

— vars.tf - Variables for terraform.
+ Handy utilities to help move the lab along with minimum fuss: /lab-info, password-reset.
The start script takes care of all of the prerequisites to standing up an AWS environment. Precisely:

* Installs all of the necessary software, including: terraform, the aws cli, and various other command
line tools.

» Creates your AWS console login and api account and stores the keys locally for use by the AWS
command line.

Creates SSH keys for use by all of your EC2 instances: web servers and Big-IP virtual editions.
+ Creates a self-signed SSL certificate for use in deploying https services.
 Sets the default region: us-east-1 (Virginia), ap-southeast-1 (Singapore), etc.

The terraform files go into effect when you invoke terraform apply. This step makes use of all of the prereg-
uisites from the step before to build the environment in AWS.

2.2 Exploring AWS

This lab will examine the AWS Lab Environment created previously.

2.2.1 Explore the F5/ AWS lab environment

Your instructor will share a view of the Big-1Q License Manager hosted on AWS. The class will see all of the
instances dynamically licensed through Big-1Q.

When deploying to AWS you have flexible licensing options:

* Bring Your Own License (BYOL) - Can be transferred from one Virtual Edition environment to another
(i.e. VMWare => AWS)

* Hourly - Launch an instance from the AWS self-service Marketplace portal and pay only for metered
hourly use.

15
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+ Subscription - This is the option used in this lab. Every Big-IP launched will query the Big-1Q
License Manager for a license. From Big-IQ we can revoke licenses as well.

» Enterprise License Agreement

Attention: Below is a snapshot of the Big-IQ License Manager dynamically licensing devices in AWS.
You're instructor can show this to the class during a lab session.

Activities ) Firefox Web Browser ~

Mon 18:53

F5 BIG-IQ™ - Mozilla Firefox x
EC2 Management Cor' X | (§ F5 BIGIQ™ x |+
€ (b {~) ® R https://18.205.205.53/ui/devices/license-management/license-assignments LR+ In @ =
£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs
€5 BIG-IQ ) e 2 | A
Qm 2
Devices
Assignments
BIG-IP DEVICES
DEVKE AOLES Report Revok ttems: 4 viF
 LICENSE MANAGEMENT
(] Status  Device Name * Device Address MAC Address Tenant DeviceType  Name Offering Type Licensed Date/Time
Lic S s
0 1002149 OE0563:2CA3E8 Unreachable  bigiaLicensePool F5-BIG-MSP-LTMASM-3G-1PI Uity Jul 09, 2018 18:52:38(PDT)
100175 0A95:87.8D:37:0 Unreachable  bigiaLicensePool F5-BIG-MSP-BT-25M-IPI Utiity Jul 08, 2018 15:25:17(PDT)
- 10010193 OABIS20ETASC Unreachable  bigiaLicensePool F5-BIG-MSP-LTM-25M-1PI utiity Jul 09, 2018 18:52:37(PDT)
100102111 OE914B93E0:02 Unreachable  bigiaLicensePool F5-BIG-MSP-LTM-25M-1PI utiity Jul 09, 2018 18:53:04(PDT)

Launch the Firefox browser. Click on the bookmark for the Amazon AWS Console link in the upper-left-hand
corner. Login with emailid as the username and shortUrl as password.

Parameter value

Account: f5agility2018

User Name: | userxx@f5lab.com, change xx to your student number
Password: sames as shortUrl / echo $shortUrl

16
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Activities @) Firefox

@ Amazon Web Service: X | +

< c @ a
£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

signin.aws.amazon.com/oauth?SignatureVersion=4&X-Amz-Algorithi 4-HMAC-SHA2

Amz-Credential=AKIAJMOATPLHVS|563XQ&X-Amz-Date= QY m o

Account ID or alias
fsagility2018
1AM user name

users5@[slab.com

Password

AWS Database
Migration Service

Sign-in using root account credentials
Easily migrate and convert databases

Learn more »

English v

‘Tems of Use Privacy Poliy © 19962018, Amazon Web Services, Inc.or s affiates.

Attention: Inthe upper right-hand corner, ensure you are in the correct region. For example: N. Virginia
region (us-east-1) is the default.

Activities @) Firefox Web Browser

AWS Management Console - Mozilla Firefox x

- AWS Management Co' X | +

m @ @ https://us-east-2.console.aws.amazon.comjconsole/home?region=us-east-2# R meo =
£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

Services Resource Groups v
i Ipful ti =
AWS services Helpful tips | US East o0}
Q % Manage your costs US West (N. California)
Monitor your AWS costs, usage, and US West (Oregon)

+ Recently visited services
reservations using AWS Budgets. Start now e Pt (i

> All services Asia Pacific (Seou)

Create an organization Asia Pacific (Singapore)

Use AWS Organizations for policy-based
Asia Pacific (Sydney)

Build a solution management of multiple AWS accounts. Start

Asia Pacific (Tokyo)
Get started with simple wizards and automated workflows. St —

Canada (Central)

@ Launch a virtual machine O Build a web app Build using virtual servers EU (Frankturt)
wih EC2 With Elasiic Beansialk Wih Lightsail
3minues s mintes 12 minutes Explore AWS EB
EU (London)
Machine Learning with Amazon SageMaker
£0~ Connect an loT device 4 ©~  Start a development project ﬁ Register a domain EU (Paris)
e &9 TP &= win Route 53 The fastest way to build, train, and deploy machine leaming
jth AWS o ~0 ¢ Wi Codestar jih Route s ot South Amadca (§80 Pauso)
5 minutes 5 minutes ~3 minutes
Seemore Amazon Relational Database Service (RDS)
RDS manages and scales your database for you. RDS
X supports Aurora, MySQL. PostgreSQL, MariaDB, Oracle,
Learn to build Seeall & and SQL Server. Lear more. &
Leam to deploy your solutions through step-by-step guides, labs, and videos.
Websies Devops Backup and recovery AWS Fargate Runs Containers for You
AWS Fargate works with Amazon ECS to run and scale
B Your containers for you. Pay only for the compute resources
You need, scale quickly, and run any size application
Leam more. (7
3 videos, 3 tutorials, 3 labs 6 videos, 2 tutorials, 3 labs 3 videos, 2 ttorals, 3 labs
AWS Marketplace
Big data Databases Mobile Find, buy, and deploy popular software products that run on

AWS. Leam more. (2

[
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2.2.2 CloudFormation

Navigate to Services => Management Tools => CloudFormation. In the search field type your user account
name (i.e user99). You should see your CloudFormation deployment details. You launched two CloudFor-
mation templates.

Activities ) Firefox Web Browser ~

CloudFormation Management Console - Mozilla Firefox

CloudFormation Mana: X | +

<« e @ © & https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks?filter=active RN+ @ =

£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

aws Services v  Resource Groups v %

@ CloudFormation v  Stacks

Create Stack ~ ~ |ECIGHERS Design template c @

Showing 2 stacks

Filter: Active > | users5 x
Stack Name Created Time Status Description
\:\ waf-user55fSlabcom-vpc-7252a108 2018-07-09 18:44:33 UTC-0700 CREATE_COMPLETE WAF v3.1.0: This template deploys an auto scaling group for BYOL instances BIG-IP licensed by BIG-IQ. Example scaling policies and CloudWatch alarms are ass.
[m] ha—usevSS'S\abcum—vp%zSzamﬂ 2018-07-09 18:44:23 UTC-0700 CREATE_COMPLETE Template Version 3.1.0: AWS CloudFormation Template for creating a Across-AZs cluster of 2NIC BIG-IPs in an existing VPC *WARNING** This template creates A.

_}_}=]

Overview ~ Outputs Resources Events Template Parameters Tags StackPolicy ~ Change Sets  Rollback Triggers

Select a stack

@ Feedback @ English (US)

* ha-userxxf5labcom-vpc-xxxxxxxx - Is the Cross-Availability-Zone deployment well documented in the
F5 Github repository: https://github.com/F5Networks/f5-aws-cloudformation/tree/master/supported/
failover/across-net/via-api/3nic/existing-stack/bigiq

Devices

AWS Virtual Private Cloud AZ 1 AWS Virtual Private Cloud AZ 2

eth0

VLAN:  Internal
SefflIP: 10.0.11.4
Virtual IP:10.0.11.4:80

Mant IP: 10.0.1.4:443 Mamt IP: 10.0.11.4:443
A A

otht Application Traffic Application Traffic athl
SeffIP: 10,024 SeffIP: 10.0.12.4

SefIP:  10.0.1.4

eth0
VLAN:  Internal Management Traffic Management Traffic
Virtual IP:10.0.1.4:80

0 . 's
— -~
Web 1:10.0.1005  Web 2 10.0.100.6  Web 3:10.0.100.7

Web Applications

» waf-userXXf5Slabcom-vpc-xxxxxxxx - Is the Autoscale WAF deployment well documented in the
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https://github.com/F5Networks/f5-aws-cloudformation/tree/master/supported/failover/across-net/via-api/3nic/existing-stack/bigiq
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F5 Github repository: https://github.com/F5Networks/f5-aws-cloudformation/tree/master/supported/
autoscale/waf/via-Ib/1nic/existing-stack/bigiq

s

ility Zone 2 Availability Zone 3
groer oo e F s -
e et i R i
L L

@ Virtual Server 1|

e e P

Amazon Amazon 53 Amazon SNS
CloudWatch

1
. BIG-IP EC2 Auto Scale Group. )

Application Subnets

Web Application Servers . . . . . .

+ Click the Events tab. The F5 CloudFormation template records every successful or failed event here.
Look for the final “CREATE_COMPLETE” at the top. This indicates all went well.

Stack Detail - Mozilla Firefox x
i Stack Detail x|+
> C @ @ @ https://console.aws.amazon.comycloudformation/home?region=us-east-1#/stack/ kid=: I 1:us-east-1:457112751961:stack%2Fha-userssfs| QW meo =
£+ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs
BigipLinstanceld 1-043€748c8b06ef179 Instance Id of BIG-IP in Amazon
bigipManagementSecurityGroup 5g-6d435626 Management Security Group
» Resources
v Events
Filterby: SW@uS~ | search event
2018-07-09 Status Type Logical ID Status Reason
v 18:47:59 UTC-0700 CREATE_COMPLETE AWS:Cl tack h pe-7252a
108
Physical ID: s-east-1:45711 pe- 36t
&3 18:47:54 UTC-0700  CREATE_COMPLETE AWS:EC2:Instance Bigip2Instance
18:47:36 UTC-0700  CREATE_IN AWS::EC2:Instance Bigip2instance Resource creation Initiated
18:47:35 UTC-0700  CREATE | AWS::EC2:Instance Bigip2Instance
» 18:47:31UTC-0700 CREATE_COMPLETE AWS::EC2:Instance Bigiplinstance
» 18:47:14UTC-0700  CREATE | AWS::EC2:Instance BigipLinstance Resource creation Initiated
18:47:13UTC-0700  CREATE | AWS::EC2:Instance BigipLinstance
» 18:47:10UTC-0700 CREATE_COMPLETE AWS::IAM: InstanceProfile bigipServiceDiscoveryProfile
» 18:45:20UTC-0700  CREATE_COMPLETE AWS::EC2::EIPASsociation Bigip1ManagementEipAssociati
on
» 18:45:20UTC-0700  CREATE_COMPLETE AWS::EC2::EIPAssociation Bigip2ManagementEipAssociati
on
» 18:45:10UTC-0700 CREATE_COMPLETE AWS::EC2::EIPASsociation Bigip1subnet1Az1SelfEipAssoci
ation
» 18:45:10UTC-0700 CREATE_COMPLETE AWS::EC2::EIPAssociation Bigip1VipEipAssociation
» 18:45:09UTC-0700 CREATE_COMPLETE AWS::EC2::EIPASsociation Bigip2subnet1Az2SelfEipAssoci
ation
» 18:45:09 UTC-0700  CREATE IN AWS::IAM: InstanceProfile bigipServiceDiscoveryProfile  Resource creation Initiated
18:45:08 UTC-0700  CREATE_IN_| AWS:IAM: InstanceProfile bigipServiceDiscoveryProfile
» 18:4505UTC-0700  CREATE IN AWS::EC2::EIPASsociation Bigip1ManagementEipAssociati Resource creation Initiated
on
» 18:4504UTC-0700 CREATE_COMPLETE AWS:1AM: Role bigipServiceDiscoveryAccessR
ok =
» 18:4504UTC-0700  CREATE_IN_PROGRESS AWS::EC2::EIPAssociation Bigip2ManagementEipAssociati Resource creation Initiated
on

* Click on the Outputs tab. When CloudFormation deployments complete successfully, they can export
key value pairs you can use to integrate other automation tools. For example, you can query these
CloudFormation outputs to find out to which region, availability zone, private IPs, public IPs your F5
Big-IP Virtual Edition instance has been assigned.
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Activities &) Fire Mon 18

CloudFormation Management Console - Mozilla Firefox x

CloudFormation Mana: X | +
(5 c @ o]
£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

abcor - QW N @ =

t-1:45711275196

console. aws.amazon.com/cloudformation/home?region: 1:aws:cloudformatior

urce Groups v

@ CloudFormation v  Stacks

Overview Outputﬁ Resources  Events Template Parameters Tags Stack Policy — Change Sets  Rollback Triggers cEEA

Key Value Description Export Name

Bigip2subnet1 Az2 SeHfEipAddress 54.174.2.152 1P Address of the External interface attached to BIG-IP

BigiplManagementinterface eni-3d8e2e59 Management interface 1D on BIG-IP

Bigiplsubnet1Az1 Interface eni-4c8d2d28 External interface Id on BIG-IP

bigipExternalSecurityGroup sg-f24752b9 Public or External Security Group

Bigip1Managementinterface Privatelp 100.101.93 Internally routable IP of the management interface on BIG-IP

Bigip1ExternalinterfacePrivatelp 10.0.1.160 Internally routable IP of the public interface on BIG-IP

availabilityZone1 us-east-1a Availabilty Zone

availabilityZone2 us-east-1b Availabilty Zone

Bigip2ManagementEipAddress 35.170.139.232 1P address of the management port on BIG-IP

Bigip1Url hitps://18.208.30.193 BIG-IP Management GUI

Bigip2url hitps://35.170.139.232 BIG-IP Management GUI

Bigip2instanceld -0914900cd5f33d51e Instance Id of BIG-IP in Amazon

Bigip2Managementinterface Privatelp 10.0.102.111 Internally routable IP of the management interface on BIG-IP

Bigip1VipPrivatelp 10.0.1.150 VIP on External Interface Secondary IP 1

Bigip1VipEipAddress hitp://18.209.138.129:80 EIP address for VIP

Bigip2Managementinterface eni-387acc09 Management interface 1D on BIG-IP

Bigip2subnet1Az2interface eni-327acc03 External interface Id on BIG-IP

Bigip1subnet1Az1 SelfEipAddress 18.209.73.87 IP Address of the External interface attached to BIG-IP

Bigip1ManagementEipAddress 18.208.30.193 1P address of the management port on BIG-IP

Bigip2ExternalinterfacePrivatelp 10.0.2.97 Internally routable IP of the public interface on BIG-IP

Bigiplinstanceld 1-043e748c8b06ef79 Instance Id of BIG-IP in Amazon !
@ Feedback @ English (US) Privacy Policy  Terms of Use

+ Click on the Resources tab. Here we see a map (resource type to unique id) of all the AWS resources
that were deployed from the CloudFormation template.

Activities @) Firefox Web Browser ~ Mon 18:51 W O
CloudFormation Management Console - Mozilla Firefox x
CloudFormation Mana: X | +
R} o} s://console. aws.amazon.comycloudformation/home?region: ac ackid=arn:aws:cloudformation:us 1:457112751961:stack abco -t mwo =

£ Most Visited @ Getting Started @ Amazon Web Servic... €)F5 Networks - GitHub (& F5 Cloud Docs

Services rce Groups v

@ CloudFormation v  Stacks

Overview  Outputs Resm"ﬁs Events Template Parameters Tags StackPolicy —Change Sets  Rollback Triggers [ _1_]-]
Logical ID Physical ID Type Status Status Reason

Bigiplinstance -043e748c8b06eff79 AWS::EC2::Instance CREATE_COMPLETE
Bigip1ManagementEipAddress 18.208.30.193 AWS:EC2:EIP CREATE_COMPLETE
BigiplManagementEipAssociation eipassoc-17¢2f9cd AWS::EC2::EIPAssociation CREATE_COMPLETE
L AWS::EC2::Networkinterface CREATE_COMPLETE
Bigip1VipEipAddress 18.209.138.129 AWS:EC2:EIP CREATE_COMPLETE
Bigip1VipEipAssociation eipassoc-70cSfeaa AWS::EC2::EIPAssociation CREATE_COMPLETE
Bigip1subnet1Az1 Interface eni-4c8d2d28 AWS::EC2::Networkinterface CREATE_COMPLETE
Bigip1subnet1Az1 SelfEipAddress 18.209.73.87 AWS:EC2:EIP CREATE_COMPLETE
1. ipi td AWS::EC2::EIPAssociation CREATE_COMPLETE
Bigip2instance -0914900cd5f33d51e AWS::EC2::Instance CREATE_COMPLETE
Bigip2ManagementEipAddress 35.170.139.232 AWS:EC2:EIP CREATE_COMPLETE
ipi if: AWS::EC2::EIPAssociation CREATE_COMPLETE
AWS::EC2::Networkinterface CREATE_COMPLETE
Bigip2subnet1Az2Interface eni-327acc03 AWS::EC2::Networkinterface CREATE_COMPLETE
Bigip2subnet1Az2 SelfEipAddress 54.174.2.152 AWS:EC2:EIP CREATE_COMPLETE
ipi d d AWS::EC2::EIPAssociation CREATE_COMPLETE
S3Bucket h P buck i AWS::S3::Bucket CREATE_COMPLETE
bigipExternalSecurityGroup sg-f24752b9 AWS::EC2::SecurityGroup CREATE_COMPLETE
bigipManagementSecurityGroup 5g-60435626 AWS::EC2::SecurityGroup CREATE_COMPLETE
ic ic AWS::EC2::SecurityGroupingress CREATE_COMPLETE

nfigSyn nfigSyne AWS::EC2::SecurityGrouplngress CREATE_COMPLETE !

Feedback @ English (US

+ Click the Events tab. The F5 CloudFormation template records every successful or failed event here.
Look for the final “CREATE_COMPLETE” at the top. This indicates all went well.
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Activitie

© Fire

Mon 18:51

CloudFormation Management Console - Mozilla Firefox x

CloudFormation Man.

<« c @

x|+

& n

console.aws.amazon.com/cloudformation/home?region:

£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

Services

urce Groups v

?stackid=a

1:aws:cloudformal

N @ =

on:us-eas ol

Q1

@ CloudFormation v  Stacks
Overview  Outputs Resources Events Template Parameters Tags Stack Policy — Change Sets  Rollback Triggers [ 1]
Filter by: Status~
2018-07-09 Bonus Type Logical ID Status Reason
» 18:47:59 UTC-0700 CREATE_COMPLETE AWS::CloudFormation::Stack ha-usersSfSlabcom-vpc-7252a
108
» 18:47:54 UTC-0700 CREATE_COMPLETE AWS::EC2::Instance Bigip2instance
» 18:47:36 UTC-0700 AWS::EC2::Instance Bigip2instance Resource creation Initiated
18:47:35 UTC-0700 A R R AWS::EC2::Instance Bigip2instance
» 18:47:31UTC-0700 CREATE_COMPLETE AWS::EC2::Instance Bigiplinstance
» 18:47:14 UTC-0700 EATE C AWS::EC2::Instance Bigiplinstance Resource creation Initiated
18:47:13 UTC-0700 EATE_IN_PRC E! AWS:EC2::Instance Bigiplinstance
» 1847:10UTC-0700  CREATE_COMPLETE AWS:IAM: InstanceProfile bigipServiceDiscoveryProfile
» 18:45:20 UTC-0700 CREATE_COMPLETE AWS::EC2::EIPAssociation Bigip1ManagementEipAssociati
on
» 18:45:20 UTC-0700 CREATE_COMPLETE AWS::EC2::EIPAssociation Bigip2ManagementEipAssociati
on
» 1845:10UTC0700  CREATE_COMPLETE AWS:EC2:EIPAsSociation Bigip1subnet1Az1 SelfEipAssoci
ation
» 18:45:10 UTC-0700 CREATE_COMPLETE AWS::EC2::EIPAssociation Bigip1VipEipAssociation
» 18:45:09UTC-0700  CREATE_COMPLETE AWS:EC2:EIPAssociation Bigip2subnet1Az2SelfEipAssoci
ation
> 18:45:00 UTC-0700 E AWS:IAM: InstanceProfile bigipServiceDiscoveryProfile  Resource creation Initiated
18:45:08 UTC-0700 ~ CREATE E AWS:1AM: InstanceProfile bigipServiceDiscoveryProfile
» 18:45:05 UTC-0700 AWS::EC2::EIPAssociation Bigip1ManagementEipAssociati Resource creation Initiated
on
» 18:45:04 UTC-0700 CREATE_COMPLETE AWS:IAM::Role bigipServiceDiscoveryAccessR
ole
» 18:45:04 UTC-0700 AWS::EC2::EIPAssociation Bigip2ManagementEipAssociati Resource creation Initiated
on
18:45:03 UTC-0700 AWS::EC2::EIPAssociation Bigip2ManagementEipAssociati
on

® Feedback

@ English (US)

Privacy Policy  Terms of Use

* Click on the Parameters tab. We used terraform to stuff all of the necessary parameters into the
CloudFormation template. Here you can see the CloudFormation parameter name and value pro-

vided.

Activities @) Firefox Web Browser ~

Mon 18:51

W O

CloudFormation Management Console - Mozilla Firefox x

CloudFormation Man.

¢ @

x |55
7i

console.aws.amazon.com/cloudformation/home?

egio

udforma

£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

N @ =

@ CloudFormation v

Stacks

Overview Outputs  Resources  Events

Key
allowUsageAnalytics
application
bigigAddress
biglqLicensePoolName
biglqLicenseSkukeyword1
biglqLicenseUnitOfMeasure
biglqPasswordS3Am
bigiqUsername
costcenter
customimageld
environment
group
imageName
instanceType
managementSubnetAzl
managementSubnetAz2
ntpServer
owner
restrictedSrcAddress
restrictedSreAddressann

@ Feedback @ English (US)

Find in page ~ v | Highlight All

2.2.3 EC2

Template

Match Case

Parameters

Tags

Whole Words

stack Policy

Change Sets  Rollback Triggers

Value

Yes

f5app
18.205.205.53
biglqLicensePool
am

yearly
arn:aws:s3:::f5-public-cloud/passwd
admin
fScostcenter
OPTIONAL
fsenv

Itm

Good

ma4 Jarge
subnet-fd7805b7
subnet-45db7519
0.pool.ntp.org
fSowner
0.0.0.0/0

nnnon

[ _}_]-]

Resolved Value

Navigate to Services => Compute => EC2 => INSTANCES => Instances. Enter your username in the
search field (i.e. user99). The web application is hosted on webaz1.0 in one availability zone and webaz2.0
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in another availability zone. Highlight web-az1.0.

Activities Mon 18:54

© Firefox

EC2 Management Console - Mo; x

EC2 Management Cor X

<« I & https
£ Most Visited @ Getting Started @ Amazon Web Servic.

east-1#Instances:search=users5;sort=instanceld

‘console. aws.amazon.com/ec2/v2/home?regiol

) F5 Networks - GitHub (& F5 Cloud Docs

Services

EC2 Dashboard

Launch Instance Actions v
> &
Events 1 @ 4 9 ©
Tags Q| search : userss  Thaa il X @ 1to50f5
Reports
Name - Instance ID < instanceType - Availability Zone - Instance State - Status Checks - Alarm Status  PublicDNS (IPvé) - IPvaPubliclP -~ IPV6IPs - KeyName - Monitoring - LaunchTi
Limits
web-az2.0: u...  -020188dcbbld283d0  t2.micro us-east-1b @ rnning © 22checks... None Y ec2107:2324254.com... 107.23.242.54 MyKeyPair-us... disabled Juiy 9, 201
& N web-az1.0:u...  -0436467958c62c0e3  t2.micro us-east-1a @ rnning © 22checks.. None W ec217412063235c0..  174.129.63.235 MyKeyPair-us... disabled Juiy 9, 201
Instances
! BigAPL N OMSeTASCAR06ETY  md arge astta ® g € miaicng e Y oc218208301%3com. 1320830153 MyKeyPairus...  disabled 2y 9, 20
Launch Templates S
BIgHP2 hau... 10914900cd5(33dSle  malarge us-east-1b @ ruming 2 intaizing  None N ©c235170130232c0...  35.170.139.232 MyKeyPairus...  disabled Juy 9, 201
Spot Requests
i BIGIP Auto..  10am79018602aTees  ma.xiarge us-east 1 @ running 2 intaizing  None W ec25417218881com.. 5417218881 B MyKeyPairus... disabled Juy 9, 201
Reserved Instances
Dedicated Hosts
Scheduled Instances
S IMAGES
AMIs
Bundle Tasks
S ELASTIC BLOCK STORE
Volumes
Snapshots
5 NETWORK & SECURITY
Security Groups Select an instance above e

Elastic IPs

Placement Groups

Key Pairs

Network Interfaces
) LOAD BALANCING

Load Balancers

Target Groups

® Feedback

@ English (US)

Find in page ~ | v | Highlight All  Match Case Whole Words x

+ In the “Description” tab below, note the availability zone. Highlight web-az2.0 and do the same.

Activities @) Firefox Web Browser ~ Mon 18:54 &0
EC2 Management Console - Mozilla Firefox x
EC2 Management Cor X | +
€« 5 C 0 ® @ https://console.aws.amazon.com/ec2/v2/home?region=us-east-1#Ii \ces:search=users5;sol anceld -9 0 meo =

£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

EC2 Dashboard X
- o okl
Tags Q| search : user55 id fil [~] 1to50f5
Reports
Name - Instance ID + InstanceType - Avalability Zone - Instance State - Status Checks - Alarm Status  PublicDNS (IPvé) -~ IPvaPubliclP - IPV6 IPs - KeyName
Hme web-az2.0: userS5fSiabcom .0201880chb1d28300 _t2.micro us-east-1b @ running © 22 checks ... None Y _ec2-107-23242-54.com...  107.23.242.54 - MyKeyPair-us
| instances Instance: | (Big-1P1: h P Elastic IP: 18.200.73.87 mEE
Launch Templates _— b
Description  StatusChecks  Monitoring | Tags | | Usage Instructions
Spot Requests
Reserved Instances Instance 1D 1-043e748cE006eIT79 Public DNS (Pvd)  c2-18-208-30-193.compute-1.amazonaws.com
Instance state  running 1Pv4 Public 1P 18.208.30.193
Dedicated Hosts
Instance type  md.large 1PV6IPs -
Scheduled instances Elastic IPs  18.208.30.193* Private DNS  ip-10-0-101.93.ec2.intemal
e 18.200.73.67", 18.200.138.120
— Availabilty zone  us-east-1a Private IPs  10.0.1.160, 10.0.101.93
Security groups po Secondary private IPs  10.0.1.150
Bundle Tasks view inbound rules . view outbound rules
= ELASTIC BLOCK STORE Sehackied events o Schaied avares VPCID  vpc-7252a108
oknos AMIID  F5 Networks BYOL BIGIP-13.1.0.2.0.0.6 - Good - Jan 16 2018 9_49_02AM-ec6e1h2a- Subnet ID subnet1d780567
4
Snapshots Platform - Network interfaces ~ eth0
. etht
B NETWORK & SECURITY 1AM role - Source/dest. check  True
Sacuiity Sroups Key pair name  MyKeyPair-user55@siab.com T2 Uniimited -
Elastic IPs Owner 457112751961
Placement Groups EBS-optimized  Faise Launch time  July 9, 2018 at 6:47:14 PM UTC7 (iess than one hou)
Key Pairs Root device type  ebs Termination protection  False
Root device  /devixvda Lifecycle  nomal
Network Interfaces.
Block devices  /dev/xvda Monitoring  basic
© LOAD BALANCING Elastic GPU - Alarm status  None

Load Balancers

Target Groups

® Feedback

Q E

Elastic GPU type
Elastic GPU status

- Kemel ID
- RAM disk ID

Find in page

Highlight All

Match Case

Whole Words

» Take a look at the tags big-IP1-ha... has been assigned. In public cloud deployments you can use
tags (key-value pairs) to group your devices.
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EC2 Management Console - Mozilla Firefox x

% EC2 Management Cor X | +

@ @ https://console.aws.amazon.com/ec2/v2/home?region=us-east-1#Instances:search=user55;sort=instanceld

€)> Cc @
£+ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

N @ =

Add/Edit Tags

Apply tags to your resources to help organize and identity them.
Atag consists of a case-sensitive key-value pair. For example, you could define a tag
with key = Name and value = Webserver. Leam more about tagging your Amazon
[EC2 resources.

Key

Application Show Column

Costcenter ‘ | tscostcenter Show Column

Environment ‘ ‘ fsenv Show Column

Group ‘ ‘ Itm Show Column

Name \ Big-IP1: ha-user55fSlabcon Hide Column

Owner | | fsowner Show Column

Show Column

Show Column

Show Column

Find in page ~~  Highlight All Match Case Whole Words x

« Cloud-init. Version 13 of Big-IP supports cloud-init. Right click on BIGIP1 => Instance Settings =>
View/Change User Data. Cloud-init is the industry standard way to inject commands into an F5 cloud
image to automate all aspects of the on-boarding process: https://cloud-init.io/.

EC2 Management Console - Mozilla Firefox x

# EC2 Management Cori X | +

(€)> ¢ @
£+ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

\@ﬂ https://console.aws.amazon.com/ec2/v2/home?region=us-east-1#Instances:search=users5;sort=instanceld oe Q| o =

£ Dutiond (e [ :
Launchinstance v [T s
@ Ao % 0
Events N =
Tags Q| search : users5 | Add fler @ K < 1tosals > 3
Reports
Name - Instance ID < InstanceType - Availability Zone - Instance State - Status Checks - Alarm Status  PublicDNS (IPve) - IPvAPubliclP - IPvG IPs ~ KeyName
Limits
Ty ———— [rrseTTs—— us-eastab ® numing © 22checks... None W ec21072324254com... 107.23.24254 MyKeyPairn.
B INSTANCES web-az1.0: users5fSiabcom 10436467058c62c0e3  t2.micro us-east-1a @ running © 22checks.. None W ec2174120632%co.. 17412063235 MyKeyPair-us
Instances
[ @  BigP1: ha-user55fSlabcom-vpc-7252a108 us-east-la @ ruming © 22checks ... None Y €c2:18-208-30-193.com...  18.208.30.193 MyKeyPair-us ...
Launch Templates
P BigHIP2: hauserssfSiabcom vpe-7252a108 us-east-1b @ ruming © 22checks .. None Y 2351701392320  35.170139.2%2 MyKeyPair-us
Spot Requests
BIGIP Auscecale Instance: wef-uarSarSiaboom p— ® uming © 22checks .. None W ec25e17218881com.. 5417218881 NyKeyParan
Reserved Instances
Dedicated Hosts
Scheduled Instances
© IMAGES
AMis
Bundle Tasks
= ELASTIC BLOCK STORE Instance: | i (Big-1P1: b P L R_}=]
Volumes e
Description || Status Checks | Monitorin s || Usage Instructio
Snapshots ” Bl i -
1:0436748c80066f179 2:18.208-30-193, 1 amazonaws
& NETWORK & SECURITY Instance 1D Pubiic DNS (IPv) ec compute-1.amazonaws.com
Bty G Instance state  running 1Pv4 Public P 18.208.30.103
Instance type  ma.large Pv6IPs -
Elastic IPs
Elastic IPs 18.208.30.103* Private NS ip-10.0-101.93.ec2.ntemal
Placement Groups 18.200.73.67", 18.200.138.120
Key Pairs Availabity zone  us-east-la Private IPs  10.0.1.160, 10.0.101.93
Security groups pe Secondary private IPs  10.0.1.150
Network Injeriaces View inbound rues . view outbound ruies
5 LOAD BALANCING Scheduled events No schedued events VPCID  vpe-7252a108
Liiod Balancers AMIID  F5 Networks BYOL BIGIP-13.1.0.2.0.0.6 - Good - Jan 16 2018 9_49_02AM-ecte1b2a- Subnet 1D subnet-fd780567
4
Target Groups

Platform - Network interfaces ~ eth0 -

[ Find in page - Highlight All Match Case Whole Words X

Navigate to Services => Compute => EC2 => # Key Pairs. Type your username in the search field (i.e.
user99). You will see the ssh key that was created for you and upload to AWS. By default, F5 Big-IP VE
appliances deployed to AWS do not have any default root or admin account access. You have to enable or
create these accounts. Initially, you can only connect via ssh using your private key. From the Super-NetOps
terminal, see if you can find the private key in your home directory.
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https://cloud-init.io/

Activities @) Firefox Web Browser

EC2 Management Cor X | +

G c @
% Most Vi

ited @ Getting Started @ Amazon Web Servic.

e 9% In @

console. aws.amazon.com/ec

. - >
S ET  import Key Pair  Delete
« = = A o ® 0

Instances Q | search : usei§ @ | [~} 1tolof1

Launch Templates
@  Key pair name ~ Fingerprint

Spot Requests

&  MyKey 56:7ee2:et:04 42205004
Reserved Instances

Dedicated Hosts
Scheduled Instances
AMIs

Bundle Tasks

Volumes

Snapshots

Security Groups

Elastic IPs

Placement Groups

Key Pairs
Network Interfaces Key Pair: MyKeyPair-users5@fslab.com _J-}=]

MDA Key pairname  MyKeyPair-users5@siab.com
Loai Salaricers Fingerprint  56:7e:e2:ef:04:18:0:85:00:C6:02:a3:0a:97:89:60:42:20:50:e4
Target Groups.

Launch Configurations
Auto Scaling Groups

- "
@ Feedback @ English (US) Privacy Policy  Terr

Find in page ~ | v | Highlight All Match Case Whole Words x

Navigate to Services => Compute => EC2 => LOAD BALANCING => Load Balancers. In the search filter
enter your username. You should see two load balancers. One named tf-elb-* is your newly created AWS
load balancer.

Activities @) Firefox Web Browser ~ Mon 18:57 )
EC2 Management Console - Mozilla Firefox x
EC2 Management Cor X | +
& [} oF - console. aws.amazon.com/ec dBalancers:search=user55;sort=loadBalancerN m @
£ Most Visited @ Getting Started @ Amazon Web Servic.

o ———
Create Load Balancer VS0 g
« o 8 0

Instances Q| search : users5 1to20f2

Launch Templates
Name ~ DNS name - state - vecID - Avallability Zones - Type - Created At - Monitoring

Spot Requests

. 3890. vpc-7252a108 us-east-1a, us-east-1b classic July 9, 2018 at 6:44:55 PM .
Reserved Instances

Vpe-7252a108 us-east-1a, us-east-1b classic July 9, 2018 at 6:44:32 PM
Dedicated Hosts

Scheduled Instances

AMIs
Bundle Tasks

= TIC BLOCK STORE

Volumes
Snapshots

Security Groups Load balancer: | tf-elb-user55fSlabcom _N_N=]

Elastic IPs -
Description | Instances | Health Check = Listeners  Monitoring = Tags  Migration

Placement Groups
Key Pairs Basic Configuration

Network Interfaces
Name: ti-elb-user55fslabcom Creation time:  July 9, 2018 at 6:44:55 PM UTC-7

| L

WD RN A *DNS name:  t-elb us-east-1.eb. com Hosted zone:  Z35SXDOTRQTXTK
oad Balancers (ARecord)

Status: 2 of 2 instances in service
[Classic (M "
[Classic Migrate Now) N VPC:  vpe-7252a108

internet facing

Target Groups

Launch Configurations Availability Zones:  subnet-9ad779c6 - us-east-1b

Auto Scaling Groups subnet-e27a07a8 - us-east-1a

@ Feedback @ Engli

Find in page ~ | v | Highlight All Match Case Whole Words x

+ Highlight the ‘Description’ tab. Note:
— Scheme: internet-facing

— Type: Classic
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EC2 Management Console - Mozilla Firefox x

¥ EC2 Management Cor X | +

((—3 >C @ \ @ @ https://console.aws.amazon.com/ec2/v2/home?region=us-east-1#LoadBalancers:search=userss;sort=loadBalancerName

£ Most Visited @ Getting Started @ Amazon Web Servi

) F5 Networks - GitHub (& F5 Cloud Docs

" —
Create Load Balancer [Nt 0
« o # 0

B INSTANCES
Instances Q| search : users5 | Add fier K < 1w20f2 5 ¥

Launch Templates
Name ~ DNS name - state - vecip - Availability Zones - Type - Created At ~ Monitoring

Spot Requests

. Vpe-7252a108 useast1a useast-b  classic

Reserved Instances

Vpe-7252a108 us-east-la, us-east-1b  classic July 9, 2018 at 6:44:32 PM
Dedicated Hosts

Scheduled Instances

= IMAGES
AMIs
Bundle Tasks

(= ELASTIC BLOCK STORE
Volumes

Snapshots

NETWORK & SECURITY
Security Groups Load balancer: | tf-elb-

r55f5labcom _R_}=|
Elastic IPs. —
Placement Groups Ssgipsony | neances || ot checks) o tetecs, | pontora, || T, | orascn
Key Pairs Connection Draining: Enabled, 400 seconds (Edit)

Network Interfaces
Edit Instances.

LOAD BALANCING
Load Balancers Instance ID Name Availability Zone Status Actions
1-0436467958c62c0e3 web-az1.0: userS5fSlabcom us-east-1a Inservice (1) Remove from Load Balancer

Target Groups
-0201880cbb1028300 web-a22.0: usersSfSiabcom us-east-1b. InService @ Remove from Load Balancer

AUTO SCALING
Launch Configurations

Edit Availability Zones
Auto Scaling Groups

= SYSTEMS MANAGER

Availability Zone Subnet ID Subnet CIDR Instance Count Healthy?

Find in page | ~] v Highlight All Match Case  Whole Words X

+ Click the “Health Check” tab => [Edit health Check]. The classic load-balancer is limited to basic
health checks.

EC2 Management Console - Mozill

EC2 Management Coi X | +

P © @ @ https://console.aws.amazon.com/ec2/v2/home?region=us-east-1#LoadBalancers:search=user55;sort=loadBalancerName

N @ =

£* Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

Configure Health Check
Your load balancer will automaticaly perform health checks on your
EC2 instances and only route traffic to instances that pass the health
check. If an instance fails the health check, it is automatically removed
from the load balancer. Customize the health check to meet your
specific needs.

Ping Protocol

Ping Port

Ping Path

Advanced Details

Response Timeout

Interval

Unhealthy threshold

Healthy threshold

Find in page . Highlight All Match Case Whole Words x

* Click the “Listeners” tab => [Edit]. The classic load-balancer is limited to HTTP, HTTPS, TCP and SSL
(no UDP).
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EC2 Management Console - Mozilla Firefox x

% EC2 Management Cor X | +

« > C @ ® & https://console.aws.amazon.com/ec2/v2/home?region=us-east-1#LoadBalancers:search=user55;sort=loadBalancerName o o =

£+ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

Edit listeners
The following listeners are currently configured for this load balancer:

Load Balancer Protocol Load Balancer Port

HTTP N | B0

Choose a protocol
HTTPS (Secure HTTP)

SSL (Secure TCP)

Find in page ~~  Highlight All Match Case Whole Words x

Navigate to Services => Compute => EC2 => AUTO SCALING => Auto Scaling Group. Highlight the
“Activity History” tab. You can the autoscale WAF CloudFormation template created an auto scaling group.
Read the Description and Cause.

EC2 Management Console - Mozilla Firefox x

# EC2 Management Cori X | +

“)>C @ \@ﬂ https://consol amazon.com/ec2/auto: g 1#Auto! f5labcom-vpc-7252a: I P QEZDA4R, oo | o =

£+ Most Visited Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

Instances x
Launch Templates < © Launch Templates have arrived!
‘The EC2 Auto Scaling console now has full support for launch templates. Launch templates can be updated and versioned, and include support for the latest features of Amazon EC2. Create an Auto Scaling group to get started or Learn more .

Spot Requests

Reserved Instances

pa gl
reate Auto Scaling group [T g
Scheduled Instances S o & e

= IMAGES

A Filter:  Q Filter Auto Scaling groups... X |< < 1tolof1l Auto Scaling Groups > |
s
Bundie Tasks @ Name +  Launch Configuration I~ Instances - Desired ~ Min - Max ~ Availability Zones ~  Default Cooldown ~ Health Check Grac~
@ ELASTIC BLOCK STORE @ vatusersStSla..  wal-userSSfSiabcomvp... 1 1 1 2 us-east-1a, us-east-1b 2,400 1,800
Volumes
Snapshots Auto Scaling Group: waf- P igi _J_]-]
= NETWORK & SECURITY Details | Activity History  Scaling Policies ~ Instances || Monitoring | Notifications | Tags | Scheduled Actions | Lifecycle Hooks
Security Groups
Elastic IPs o
Placement Groups
Key Pairs Filter: Any Status v Q Filter scaling history... x | |< < 1tolof1Historyltems > |
Network Interfaces
Staws ~ Description - StartTime + EndTime -
(=) LOAD BALANCING p— .- S
Load Balancers & Successful Launchi [ 2018 July 9 18:47:34 UTCT 2018 July 9 18:48:07 UTC-7
Target Groups Launching a new EC2 inst
& AUTO SCALING Cause: At 2018-07-10T01:47:287 a user request update of AutoScalingGroup constraints to min: 1, max: 2, desired: 1 changing the
from 010 1. At started in response 1o a diference between desired

Launch Configurations|

Auto Scaling
Groups

and actual capacity, increasing the capacity from 0 to 1.

SYSTEMS MANAGER
SERVICES
Run Command

State Manager

e oo e o

| Find in page ~ | v Highlight All Match case  whole words x

* Click the “Scaling Policies” tab. Read through the polices to understand how the autoscale WAF
deployment is programmed to both scale out during a surge and scale in when the surge subsides.
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Activities @) Firefox Web Brc Mon 19:00

EC2 Management Console - Mozilla Firefox x

EC2 Management Cor X | +
€ c @ o]
£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

scaleGroup-WRGAGQEZD4 - O In @ =

console. aws.amazon.com/ec2/autoscaling/home?region=t

1#AutoscalingGroups:id=v r55f5labcom-vpc-7252a108-BigipAl

Services urce Groups

Instances x
Launch Templates < @ Launch Templates have arrived!
The EC2 Auto Scaling console now has full support for launch templates. Launch templates can be updated and versioned, and include support for the latest features of Amazon EC2. Create an Auto Scaling group (o get started or Learn more

Spot Requests

Reserved Instances

Dedicated Hosts =
ctions v

Scheduled Instances L - I 2

= AM; - Filter: | Q Filter Auto Scaling groups. x 1to 1 0f 1 Auto Scaling Groups
s
Bundle Tasks. @ Name +  Launch Configuration /~ Instances -~ Desired ~ Min ~ Max ~ Availability Zones ~  Default Cooldown ~ Health Check Grac~
ASTIC BLOCK STORE @ waf-user55fSla. waf-userS5fSlabcomvp... 1 1 1 2 us-east-1a, us-east-1b 2,400 1,800

Volumes

Snapshots Auto Scaling Group: waf- P igi mEE
= NETWORK & SECURITY Details | Activity History || Scaling Policies || Instances || Monitoring | Notifications = Tags = Scheduled Actions || Lifecycle Hooks

Security Groups

Elastic IPs Add policy <

Placement Groups waf-user55f5labcom-vpc-7252a108-BigipScaleDownPolicy-1RRYQBLEAOAOD Actions v

Key Pairs =

Network Interfaces. Policy type:  Simple scaling
= LOAD BALANCING Execute policy when:  waf-user55fSlabcom-vpc-7252a108-BigipLowCpuAlarm-UX6XJKQNLE2Q

o Blanicins breaches the alarm threshold: tmm-stat < 0 for 10 consecutive periods of 300 Seconds

for the metric dimensions

Target Groups
S AUTO SCALING Take the action:  Remove 1 instances N

Launch Configurations| .

N And then wait: 2400 seconds before allowing another scaling activity

Auto Scaling

Groups - )
& waf-user55f5labcom-vpc-7252a108-BigipScaleUpPolicy-1JPD8YROYBZVR Actions v

EnACE Policy type:  Simple scaling

Run Command Execute policy when: 0 P hCpuAl

State Manager breaches the alarm threshold: tmm-stat > 80 for 60 seconds

@ Feedback @ English (US)

Find in page ~ | v | Highlight All Match Case Whole Words x

+ Click the “Instances” tab. The single instance running the F5 WAF. Notice the instance is “Protected
from: Scale in”. This means that AWS will guarantee a minimum of one F5 WAF instance is run-
ning at all times. If someone where to accidentally stop or terminate an instance, this policy would
automatically trigger the creation of a new one.

Activities @) Firefox Web Browser v Mon 19:01

W O~

EC2 Management Console - Mozilla Firefox x

EC2 Management Cor X |+
€ c @ o]

£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

scaleGroup-WRGAGQEZD4 O In @ =

console. aws.amazon.com/ec2/autoscaling/home?region=t

1#AutoscalingGroups:id=v r55f5labcom-vpc-7252a108-BigipAl

Services

Instances x
Launch Templates < @ Launch Templates have arrived!

Spot Requests The EC2 Auto Scaling console now has full support for launch templates. Launch templates can be updated and versioned, and include support for the latest features of Amazon EC2. Create an Auto Scaling group to get started or Learn more

Reserved Instances

Dedicated Hosts ==
ctions v
Scheduled Instances o & 0
s Filter: | Q Filter Auto Scaling groups. x S lollAuto Soating Sroups
s
Bundle Tasks. @ Name + Launch Configuration /~ Instances -~ Desired ~ Min ~ Max - Availabllity Zones - Default Cooldown - Health Check Grac~
ASTIC BLOCK STORE @ vatuserSsfSla.. waluserSSfSlabcomvp.. 1 5 1 2 us-east-1a, us-east-1b 2400 1800
Volumes
Snapshots Auto Scaling Group: waf- P [_f=]=]
= NETWORK & SECURITY Details | Activity History | | Scaling Policies | Instances = Monitoring  Notifications | Tags = Scheduled Actions || Lifecycle Hooks
Security Groups
Elastic IPs Actions v
<
Placement Groups
Key Pairs Filter: Any Health Status v Any Lifecycle State v Q Filter instances x 110 10f 1 Instances
Network Interfaces
) Instance ID ~  Lifecycle ~  Launch Configuration Name - Availability Zone ~  Health Status. - Protected from &
L B s @  0amb79018602aTeet InService e us-east-1b Healtny SEEn
Target Groups N

S AUTO SCALING
Launch Configurations|

Auto Scaling
Groups

Run Command

State Manager

@ Feedback @ English

Find in page ~ | v | Highlight All Match Case Whole Words x
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2.2.4 VPC

Navigate to Services => Networking & Content Deliver => VPC. click on VPCs. Enter your username in
the search filter (i.e. user99). This is the Virtual Private Cloud (VPC) that has been dedicated to your
lab environment. Select the Summary tab. You can see the IPv4 CIDR assigned is 10.0.0.0/16. Your
on-premises datacenter has been assigned 10.1.0.0/16 to not conflict.

Activities @) Firefox Web Browser ~ Mon 19:02

VPCs | VPC Management Console - Mozilla Firefox x

VPCs | VPC Managem: X | +

PR EFIN @ @ https://console. aws.amazon.com/vpc/home?region=us-east-1#vpcsfilter=userss R neo =

£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

aws Services v  Resource Groups v %

[\ userss@fslab.com @ fsagilty.. v  N.Virginia v Support +
VPC Dashboard SRl Actions v c & o
«
Filter by VPC:
Q Quserss X 1tolof1VPC
Name . VPCID . St - IPVACIDR 1PV6 CIDR - DHCPoptionsset - Routetable - Nemwork ACL - Tenancy - Default vPC
@ tematorm_userS5@ISab vpc7252a108  avallable  10.0.0.0/16 dopt-160e6378 119020466 | ... ack-14fSacte Defaut No
| Your VPCs
Subnets I

Route Tables
Internet Gateways

Egress Only Internet
Gateways

DHCP Options Sets
Elastic IPs
Endpoints
Endpoint Services
NAT Gateways

Peering Connections

| terraform com e
Security ——
Summary CIDR Blocks Flow Logs Tags
Network ACLs VPCID: vpc-7252a108 | Network ACL: acl-14f5ac6e
Security Groups termaform_user55@5iab.com
State: available
VPN Connectior 1Pv4 CIDR:  10.00.0116
1Pv6 CIDR:
Customer Gateways DHCP options set:  dopt-1e066378 ClassicLink DNS Support: o
Virtual Private Gateways Route table: rtb-19620466 | Defauit

VPN Connections

@ Feedback @ English (US)

Find in page ~ | v | Highlight Al Match Case Whole Words x

2.2.5 Github

» Fully supported F5 Networks Solutions are hosted in the official F5 Networks GitHub repository: https:
//github.com/f5networks

* We are running the lab from the F5 Super-NetOps container: https://github.com/f5devcentral/
f5-super-netops-container

» AWS CloudFormation templates: https://github.com/F5Networks/f5-aws-cloudformation

» Native template formats are also available for Microsoft Azure (arm templates): https://github.com/
F5Networks/f5-azure-arm-templates

+ Native template formats are also available for Google Cloud Platform (gdm templates): https:/github.
com/F5Networks/f5-google-gdm-templates
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&< C | & GitHub, Inc. [US] | https:/github.com/fSn

Pull requests Issues Marketplace Gist

F5 Networks
ﬁ F5 Networks Solutions - Please also see https://www.github.com/fSdevcentral for Community Solutions

Seattle

[ Repositories People 0

Pinned repositories

f5-common-python f5-ansible f5-openstack-lbaasv2-driver

Python SDK for aticn and monitoring of F5® Ansible modules that can manipulate F5 products v2 service provider driver for OpenStack
BIG-IP® devices via the iContrel ® REST API. nd beyond

@rython k93 Y40 @Python K89 Y33 @rthon ko Y27

k8s-bigip-ctir f5-aws-cloudformation f5-azure-arm-templates

Repository for F5 BIG-IP Controller for Kubernetes. CloudFormation Tem for q BIG- ates for quickly

IP services in Amazor

®G k16 ¥i13 @®rithon k25 ¥o9 Shell %13 ¥12

Type: All~ Language: All =

Top |
f5-openstack-agent op languages

The F5 Agent for OpenStack Neutron allows you to deploy BIG-IP services LA M A @ Python @ JavaScript @ Shell @ Tl
in an OpenStack environment. ®Go

openstack  bigip
@Python %5 ¥24  Updated 20 hours ago Most used topics

bigip openstack

f5-openstack-Ibaasv2-driver openstack-neutron  orchestration
F5 LBaaSv2 service provider driver for OpenStack Liberty and beyond A A A n
automation
openstack  load-balancer  openstack-neutron  5-ltm
@Python k9 ¥27  Updated 20 hours ago
People 0y
This organization has no public members.
f5-openstack-docs You must be a member to see who's a part
Technical documentation related to the use of FS products and tools in of this organization.
OpenStack
openstack  bigip  f5-km

#*2 ¥10 Updated 21 hours ago

2.3 Explore the F5 Big-IP Virtual Editions Deployed

In this lab we’ll take a close look at the Big-IP Virtual Editions deployed.

2.3.1 Explore the F5 Big-IP Virtual Editions Deployed

From the Super-NetOps terminal, run the handy lab-info utility. Confirm that “MCPD is up, System Ready”
for all three of your instances.

lab-info
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student@docker: ~

Attention: Do not attempt to reset the Big-IP password until MCPD is up, System Ready.

Initially, you can only login to an F5 Big-IP VE in AWS via SSH using an SSH key. You will have to enable
admin and root password access. Invoke the reset-password utility with the IP address of each of your
Big-IP VE'’s as the argument. REPLACE THE x.x.x.x PLACEHOLDER WITH THE MANAGEMENT IP
ADDRESSES OF YOUR THREE F5 BIG-IP VE’S. This will enable the admin account on all three of
your Big-IP’s and change the password to the value of the shortUrl.

reset-password xX.x.X.x
reset-password y.y.y.y
reset-password z.z.z.z

Run terraform output and note the value of elb_dns_name.

terraform output

Open a new tab in the Firefox browser. HTTP to elb_dns_name. Confirm the sample application is up.
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© Firefox Web B

Mon 19:10

F5 vLab - Mozilla Firefox

EC2 Management Cor' X | (§ BIG-IP® - ip-10-0-101- X | (§ BIGHP® - ip-10-0-102 X | (§ BIG-IP® - ip-10-0-2-14 X 1 ® F5 viab x
c @ @ telb- us-east-1.elb. com 1 QR o =
£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs
p-10:02-118

F5viab  Demos ~

Public Cloud Lab: AZ #2 rs

ublic Ciou ab: AZ #2 rsvLab
Deliver the most secure, fast, and reliable applications to anyone, anywhere at any time.
'S sl " ‘E:|| = L 8o " -Eé
2 B wk B B B 1%
1001190 p100119 1002128
Available Fast Secure
One of BIG-IP core functions is load balancing, which BIG IP is able to shift key tasks away from the server BIG-IP identifies and stops most DDoS attacks before
entails managing network traffic such that no one 1o its own processor in order to improve performance they reach the datacenter. With hardware-based DoS
server becomes overwhelmed while others idle. This This can reduce the number of servers in a typical protections, BIG-IP detects DDoS attacks and routes
improves application performance and availabilty. datacenter by as much as 60% and speed up the the connections away from critical servers, or rejects
performance of the remaining servers. them outright.
E —— =
[ 5200 e ]
gaa i i1 o 11
p10:02-128
10-10.0-2-118.

Open a new tab in the Firefox browser. HTTPS to the MGMT URL of BIG-IP Autoscale Instance. Don’t miss
management port is :8443!

lab-info

Attention: This lab makes use of insecure self-signed certificates. Bypass the warnings by clicking on
“Confirm Security Exception”.

Insecure Connection - Mo:

EC2 Management Cor X | ® Insecure Connection X | +
c @

t 18.208.30.193
£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

% Your connection is not secure
The owner of 18.208.30.193 has configured their website improperly. To protect your information from
being stolen, Firefox has not connected to this website.
Learn more

Report errors like this to help Mozilla identify and block malicious sites

18.208.30.193 uses an invalid security certificate.

The certificate is not trusted because it is self-signed.
The certificate is only valid for .

Error code: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

Addlsxception... o=
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Login with Username: admin Password: value of shortUrl.

BIG-IP® - ip-10-0-2-149.ec2.internal (10.0.2.149) - Mozilla Firefox x

# EC2 Management Co X | {§ BIGP® - ip-10-0-101 X (§ BIG-IP® - ip-10-0-102 X |+ BIG-IP@ - ip-10-0-2-14 X | +

PRy A ® A & https://54.172.188.81:8443/tmui/login.jsp

In @

3 Most Visited @ Getting Started Would you like Firefox to save this login for Cloud Docs

https://54.172.188.81:84437
admin

(_show password

o e i

BIG-IP Configuration Utility

Hostname
p-10-0-2-149.ec2.internal

Welcome fo the BIG-IP Configuration Utity.

Log inwith your username and password using the fieds on the left
IP Address

10.0.2.149

Username

Pydmin

Password

o

Log in

(c) Copyright 1996-2017, F5 Networks, Inc., Seattle, Washington. Al rights reserved.
F5 Networks, Inc. Legal Notices

Activities &) Firefox W Mon 19:08

BIG-IP® - ip-10-0-2-149.ec2.internal (10.0.2.149) - Mozilla Firefox x

EC2 Management Coi X | (§ BIG-IP® - ip-10-0-101- X | (§ BIG-P® - ip-10-0-102- X | (§ BIG-IP® - ip-10-0-2-14 X | +

>0 6 @ f https://54.172.188.81:8443/xui Q% In @

£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

ONLINE (ACTIVE)
Standaione

Statistics
/" Statistics o h
Dastboard
Dos Visibilly Serp et
Moduie Statisics
User Documentation Ask F5
Analytics
user i F5 Technical AskF5 " release nos,
F5 Neworks and producis. Ask.
Mndidismiced » User Documentation e
* Visit Ask F5
Preferences
B 3 S
G Locar Trame + System Preferences
« Visit Deployment Guides.
> - Additional Setup Options -
1ips, techniques, 1
£ Device Management « System Device Certiicate ctas a forum
< oNs
TP + Visit DevCentral
(J seourty * shwp
+ User Authentication Modules
Network F5 BIGP devi
a S— o
System ghndada « ViSitBIG-P Modues
+ Run the Seup Uty
+ Run Config SyncHA Uity
Plug-ins Downloads e — D —
Agents SNMP MiBs
‘The following agents provide additional functionality for Microsoft® Windows Server™ platiorms. The compressed files listed below contain all SNMP MIBs related to the BIG-IP system.
« ISAPIPlug-in + Download FS MIBs (mibs_f5.ar gz)
« ISAPIPlugrin (64 editon) + Download NET-SNMP MiBs (mibs_netsnmpar gz)
SSH Cllents
+ Microsoft Server 200815 7.0 Handler
NET platiom to g station.
‘SSH clents for a rumber of cperaling sysiems.
+ RealServer™ Plug-in
« Hellx™ Server Pl « Nt/ cpenssh.com
plug- for mode.

Main => System => Resource Provision. Note an F5 WAF is provisioned for both LTM and ASM.
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© Firefox on 19:08

BIG-IP® - ip-10-0-2-149.ec2.|

internal (10.0.2.149) - Mo:

§ EC2 Management Cor X BIG-IP® - ip-10-0-101 X | (§ BIGP® - ip-10-0-102 X | (§ BIG-IP® - ip-10-0-2-14 X | +

€« > C B ® & https://54.172.188.81:8443/xui/ In @

£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

ONLINE (ACTIVE)
Standalone

System

[/-g) statisties ® -
08w
- Bk o T —————————————————————
—
) et e S ——
= ey 15469 MO T —
Q) socumy |Moe | Provionng l I | Requrea vemary ()
[l Management (MGMT) Small o NA 0 1564
Network =
- B Care GradeNAT (GGAT) e & oot o :
0} oyme [ Local Trafic (LTM) S — 5 Licensed 0 1856
Lot I Application Security (ASM) i —| 58 Licensed 20 1492
File Management
M Fraud Protection Service (FPS) I None NA 12 544
Gertitcate Management
Disk Management I Giobal Traffic (ONS) (CNone & Unlicensed 0 8
Sctwans Mansgeect W LinkController (LC) [ none 5 Unlicensed 0 148
License
W Access Policy (APM) ONone £ Licensed 12 404
Resource Provisioing
Platiorm I Application Visibility and Reporting (AVR) ONone £ Licensed 16 576
High Avallability W Policy Enforcement (PEM) I None N & Unlicensed 16 1223
Lo I Advanced Firewall (AFM) Ovone 5 Uniicensed 16 1058
Services. = -
Ne S Unlicensed 32 2050
M Application Acceleration Manager (AAM) ione
SFiow B Secure Web Gateway (SWG) CNone & Unlicensed 2 4096
Lol B Rues Language Extensions (IRuesLX) (None £ Licensed o 748
Grypio Offcading — _
Il URLDB Minimal (URLDB) I None 5 Unlicensed 36 2048
Users Gt e |
| Revet |[ submit |

Main => Security => Application Security => Policies List. A starter “linux-low” policy has been deployed.

© Firefox Mon 19:09

BIG-IP® - ip-10-0-2-149.ec2.,

Firefox x

internal (10.0.2.149) - Mo:

¥ EC2 Management Cor X | (§ BIG-IP® - ip-10-0-101- X (§ BIG-IP® - ip-10-0-102 X | (§ BIG-IP@ - ip-10-0-2-14 X | +

€5 X @
£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

£ https://54.172.188.81:8443/xui

ONLINE (ACTIVE)

Standalone &= Loading
¥

Security

[ wors D]a-[inane- bzt Tolal Enties: 1
) Local Trame (Munuciow e || osee | sepy | saveasTampe. | exon - Crese.. |~
() hocseration Pollcy Summary Inhertance Settings
) oeves anagement Onis scronyou canconfgurplcy i or e e ac i iy seting o g ol
(Once  poly s confgured, somé seings on i page wil ave Ik or eciing e saing
() securty Potey Name preres Spocies barame o e paly
Overview Partion Pat Common
Appiication Secutty Description NA Specifies an optional description of e poicy.
i Potiy Type Securty Specifes h ypeof e polcy
e Parent Poty None Specites th parentof e plcy
Version 20180710 0157:37 Diplays aditonalformation about polcy version.
Dos Protecton

Source Host Name: Ip-10-0-2-149.ec2 Internal
Source Policy Name: /Commonfinuc-low

Event Logs
Application Language Unicode (ulf8) Specifes for licat how the securty polcy processes
Reparting he character sets.
Sectrily Updates Virtual Server ‘watuserS5Siaboom_vs Displays the name ofthe protected virtual server,or virtual servers, which have assigned to them a securlly
N palicy with Application Securty enabled.
Optons:
Entorcement Mode Blocking Speciies how the system processes a request that iggers a secrily policy vioiation
a View Learning and Bocking Settings
() srsem

Transferring data from 54.172.188.81...

Click on “Learning and Blocking” settings to see exactly what a “linux-low” policy consists of. This starter
policy is often times imported in to Big-1Q for central management.
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© Firefox Web Brows Mon 19:09

BIG-IP® - ip-10-0-2-149.ec2.internal (10.0.2.149) - Mozilla Firefox x

§ EC2 Management Cor X | (§ BIGP® - ip-10-0-101- X (§ BIG-IP® - ip-10-0-102° X | (§ BIG-IP@ - ip-10-0-2-14 X | +

€« > C @ ® R https://54.172.188.81:8443/xui/ .. v @ =

£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

010021 ternal

ONLINE (ACTIVE)
Standalone

Security

gy st o-
(8 vere Curent e secuypoey [Trcion s 1 Aoy Pocy
£80 oo Genersisetings [Advarced o |__Save
(£3%) Acceleration & Enforcement Mode + Biocking El
e Learing Mode = [Adomaie 3
Ao Apply Pocy = [Fearfime 3
O . Learning Speed ~ Custom K|
v
I . Bocking Setings.._|searce
Protoca Secury  Polly General Features
Network Firewal » HTTI oot bied (Leam (4 Alarm [ Block
DoS Protection » Attack Signatures
Event Logs » bled) [ Leam (4 Alarm (4 Block
Reporting ) File Types. @
Security Updaes » URLs c]
Optons » Parameters @
» Seasions and Loghw.
£ Network » Cookles. =
@ systom » Content Profiles
» CSRF Protection £]
» IP Addresses/Geolocations
» Headers ]
» Redirection Protection @
» Bot Detection

» Data Guard @ ‘
» WebSocket protocol compliance

» Antivirus Protection |

Local Traffic => Virtual Server => Properties. A virtual server with a “catch-all” listener of 0.0.0.0/0 has been
deployed.

© Firefox Web Brov

BIG-IP® - Firefox x

 EC2 Management Cor' X | (® BIG-IP® - ip-10-0-101 X | (§ BIG-P® - ip-10-0-102- X | (§ BIG-IP® - ip-10-0-2-14 X | +

€)> C @ @ & https://54.172.188.81:8443/xui, N3 n o =
£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

0-10-0-2-149 ec2 nterna

o

TBg e

Local Traffic »» Virtual Servers : Virtual Server List

g st
8 v
‘General Properties
() Local Traffic Name wat-userS5iSiaboom vs
e Application wat-users5iSlabcom
| Virkal Servers:
Polces P I
prarows Type [Sandad o
Giphers ‘Source Address tooo0
Rules Destination AddressMask 00000
Podls ‘Service Port 80 HTTP El
Nodes Notity Status fo Virtual Address | (v
Monitors Availability @ Available (Enabled) - The virtual server is avallable
Traftc Class ‘Syncookde Status or
Address Transiation st Enabled 5|
(E3%) Acceleration Configuration: [Basc I
Protocal TcP k|
Device Management
8 con ] I |
QO s = S
52 Network HTTP Profile War userS5isiaboom Tip E|
HTTP Praxy Comnect Profile None
() sreem L
FTP Profile Nere o
RTSP Profie Nee o
‘Selected Avallable
ommon
<< clientss|
SSL Profie (Client) clientsskinsecure-compatible:
[ || Cclientssisecure _ ;

The “linux-low” security policy is attached to this virtual server.
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Activities & Firefox Web Browser v Mon 19:09 &0 O~

BIG-I

-10-0-2-149.ec2.internal (10.0.2.149) - Mozilla Firefox x
EC2 Management Cor X | (§ BIG-P® - ip-10-0-101 X | (@ BIGIP® - ip-10-0-102 X | (@ BIG-IP® - ip-10-02-14 X | +
&« c @ o 54.172.188.81 O 0 o =

£+ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

| ONLINE (AcTIvE)
| Standatone

Local Traffic »» Virtual Servers : Virtual Server List »» wal-user55(5labcom_vs

> Securily atistics
3 Statistics
) &
Policy Settings
) Local Trame Destination 0.00.0:80
Network Map e CLgLe
FP— Application Security Policy Enabled... ] Policy: [linaciow =
Policles ‘Sarvice Palicy None <
Profiles 1P Intelligence Disabled |
Ciphers. DoS Protection Profile Disabled x|
iRues [Enabled.. ]
Pode Selected Avallable
‘ommon ‘ommon
Nodes Log Profile Log illegal requests << Log all requests
e global-network
i » locak-dos
Trafic Class
‘Address Translation Update

(7R) Acceleration

) Device Management
(

() securty

£2) Network

%) system

From the Super-NetOps terminal run “lab-info” and copy the value for WAF ELB -> URL. Open a new
browser tab and HTTPS to the WAF ELB URL. Your sample application is protected behind an F5 WAF.

Mon 19:10

student@docker: ~ x

File Edit View Search Terminal Help
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Public Cloud Lab: AZ #2 r5 vi.ab

Deliver the most secure, fast, and reliable applications to anyone, anywhere at any time.
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ip1002118

Available

One of BIG-IP core functions s load balancing, which
entails managing network traffic sudythat no one
server becomes overwhelmed while others idle. This
improves application performance and availabilty.

1p-10.02-118

Login to either Big-IP1 or Big-IP2. Main => iApps => Application Services. The Cross-AZ HA Big-IP has
been deployed with the F5 AWS HA iApp.

ip1002118

Fast

BIG IP is able to shift key tasks away from the server
1o its own processor in order to improve performance
This can reduce the number of servers in a typical
datacenter by as much as 60% and speed up the
performance of the remaining servers.
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them outrigh.

10-10.02-118

Firefox

J EC2 Management Cor X | (§ BIG-IP® - ip-10-0-101 X | (§ BIG-IP® - ip-10-0-102 X  ( BIG-IP® - ip-10-0-2-14 X | (& F5 vLab

X | (®F5 viab x [+
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©-10-0-101-93 o2 nternal
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| hap | avou [NISEERS
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d @ Getting Started @ Amazon Web Servic... €)F5 Networks - GitHub (& F5 Cloud Docs

N @ =

T8g e

F5 |Apps and Resources

Application Services & Search Smale.
bicamd | (4] = Name ¢ Tempiate | Tempiate Vaay | = Partton; Pan
A [ D Ha_cross_agy 6.aws_acvanced_a.v1 4.0rcd CommanHA_Across_AZs.app

() Locar Trame petee

() hccotraton
5 Devie Management
£ Network
systm

2.4 Extending and Securing your Cloud

This lab will use the Lab Environment created previously to explore other capabilities including
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« Service Discovery
+ Failover Across Availability Zones

We can now start configuring the Big-IPs to responsibly fulfill our part of the shared responsibility security
model: https://aws.amazon.com/compliance/shared-responsibility-model/

2.4.1 Deploy the Service Discovery iApp on a BigIP Cluster across two Availability
Zones

From the Super-NetOps terminal, run the handy lab-info utility. Copy the Big-IP1 MGMT IP.

lab-info

The Service Discovery iApp will automatically discover and populate nodes in the cloud based on tags.
Open a new browser tab and HTTPS to the MGMT IP. Login to the Big-IP Configuration utility (Web Ul).

* Username: admin
« Password: value for <shortURI> will be unique to your lab.
Navigate to iApps => Application Services. Create a new iApp deployment:
» Name: service_discovery
» Template: choose f5.service_discovery from the dropdown.
Click [Finished}

BIG-IP® - ip-10-0-101-93.ec2.internal (10.0.101.93) - Mozilla Firefox

¥ EC2 Management Cor X | (§ BIG-IP® - ip-10-0-101 X | (§ BIG-IP® - ip-10-0-102 X  (§ BIG-IP@ - ip-10-0-2-14 X (& F5 vLab X | (& F5viab x |+

€)> X @ @ @ https://18.208.30.193/xui -t
£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs
o1 @ Da «

Name service_discovery
8 v ‘
5 service_discove
Appiication Services Template b o El
(5 Stow deprecated femplates
Templates.
Aws Cancel Repeat Finished
) LocarTrame
(7 %) Acceleration
£ Device Management
£2) Network
System

Read 18.208.30.193
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Question value

Name service_discovery
Template f5.service.discovery
Pool
What is the tag key on your cloud provider for the members of this pool? findme

What is the tag value on your cloud provider for the members of this pool? | web

Do you want to create a new pool or use an existing one? Create new pool...
Application Health

Create a new health monitor or use an existing one?

http

Finished

ies ) Firefox Web Browser ~
BIG-IP® - ip-10-0-101-93.ec2.internal (10.0.101.93) - Mozilla Firefox x
EC2 Management Cor' X | (§ BIG-IP® - ip-10-0-101 X | (§ BIGP® - ip-10-0-102 X | (§ BIG-IP® - ip-10-0-2-14 X | (B F5 viab X | (B F5 viab x |+
> C @ @ & https://18.208.30.193/xui/ .. v In @ =
£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs
£ Network Prauy s I - g oue provider to discover nd see
System Tagging your o
* Tag a VM resource: Il youtag a VM resource, the BIG-1P' primary public or pr he primary for he tagged VM

*Tag a NIC resource: fyou tag a NIC resource, the BIG-IP VE will discover the primary public or private IP addresses for the tagged NIC. Use this option If you want to use the secondary NIC of a VM in the pool

* (Azure only) Tag a Virtial Setresource: It you ta heBIGIP primary pr ‘address for the primary NIC configured le Set.

it inds VM resources. If it does not ind NIC tags. Iy g L

‘Scale Set resources with the proper tags.

Tempiate Options
¥ 2
ke [Basic- Use F5's recommendad sefings El
Doyouwanttosee nine help? | [No, donot show fnine alp El
Cloud Provider
e [Aws Ecz El
Mg do [Defaut El
Doyouwantioassumearole? | [No El
Pool

providrorhe mambers ot | [Toame
poot?

Whatis the tag value on your
cloud providerforthe members of | [web.
his pooi?
s [Pivate P adaresses El
cloud provider for updates (n” || 60
seconds)?

[Create a new pool El

o usean existing one?

'Which port should be assigned to
the pool members? L)

Comeckontimt (o) [T
&

Application Health

Cancel Repeat Finished
= e e S
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Mon 19:14

© Firefox Web Browser ~

BIG-IP® - ip-10-0-101-93.ec2.internal (10.0.101.93) - Mozilla Firefox

 EC2 Management Cor X | (§ BIG-IP® - ip-10-0-101 X | (§ BIG-IP® - ip-10-0-102 X  (® BIG-IP@ - ip-10-0-2-14 X (& F5 vLab X | (& F5viab x +
) X @ @ & https://18.208.30.193/xui/ RN+ 3 @ =
£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

©-10:0-101
Tog e

ONLINE (ACTIVE)
In Sync

Local Traffic

g st 5 ol
08 v
. — o
@ Local Traffic =
[[91] (-] stans | « ame * Descripton < Appllcatin | Members | < Partiton Pan
Network Map [0 @ sovioo soovy pou senvice_discovery 2 Commanservice_dliscovery.app
Viral Servers =
Polcies
Proes
Ciprers
Rules
ETE— -
Nodes sttsts
Vontors
Trafi Ciass
Address Trarstaton

https://18.208.30.193/tmui/C

Local Traffic => Pools => track the newly created service_discovery_pool. Within 60 seconds it should light
up green. The service_discovery iApp has discovered and auto-populated the service_discovery_pool with

two web servers.

© Firefox Web Browser ~

Mon 19:15

BIG-IP® - ip-10-0-101-93.ec2.internal (10.0.101.93) - Mozilla Firefox

i EC2 Management Cor' X | (§ BIGP® - ip-10-0-101- X | (§ BIGIP® - ip-10-0-102 X | ( BIG-IP® - ip-10-0-2-14 X | & F5 viab x |  F5 viab
)> ¢ o @® & https://18.208.30.193/xui/
d @ Getting Started @ Amazon Web Servic... €)F5 Networks - GitHub (& F5 Cloud Docs
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Local Traffic »» Pools : Poo List

e
[ wors
Load Balancing
) Local Trame Load Balancing Method e — |
Network Map Priority Group Activation [Disabied N
Virual Servers Update g
Policies
Profies Current Members Add..
Ciphers ][] sias | + memoer | = Address | = Servis Port = FQDN |+ Ephemeral  Ratlo| = Prioiy Group |+ CamectonLimit + Partion/ Patn
IRules. O @ 100119080 100.1.190 80 No 1 0 (Active) [ Common
Pools O @ 100211880 1002118 80 No 1 0 (Active) [} Common
Nodes Erabe || Disabe | FoceOfine || Remove
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Traffic Class
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() poossan
R —
£ Network
systm
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2.4.2 Deploy an AWS High-Availability-aware virtual server across two Availability
Zones

Login to the active Big-IP1 Configuration utility (Web Ul). The “HA_Across_AZs” iApp will already be de-
ployed in the Common partition.

Download the latest tcp iApp template from https:/s3.amazonaws.com/f5-public-cloud/f5.tcp.v1.0.0rc2.
tmpl.

Activities @) Firefox Web Browser v
Mozilla Firefox
EC2 Management Cor' X | (§ BIG-IP® - ip-10-0-101- X (§ BIGP® - ip-10-0-102- X | (§ BIG-IP® - ip-10-0-2-14 X  (F F5 vLab X | (B F5 vLab X | New Tab % |+
@ Q_ https://s3.amazonaws.com/f5-public-cloud/fs.tcp.v1.0.0rc2.tmpl In@o =
£ Most Visited @ Getting Started @& Amazon Web Servic... €)F5 Networks - GitHub (& F5 Cloud Docs
Opening f5.tcp.v1.0.0rc2.tmpl
You have chosen to open:
5. 0.0rc2.tmpl
which is: tmpl File (105 KB)
from: https://s3.amazonaws. .com
What should Firefox do with this file?
Dopen with | Browse....
*)Save File
([JDo this automatically for files like this from now on.
Cancel @K
l"

iApps -> Templates -> import. Import f5.tcp.v1.0.0rc2.tmpl to the primary BigIP. The secondary BigIP should
pick up the configuration change automatically.
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https://s3.amazonaws.com/f5-public-cloud/f5.tcp.v1.0.0rc2.tmpl

® - ip-10-0-101-93.ec2.internal (10.0.101.93) - Moz!
¥ EC2 Management Coi X | (§ BIG-IP@ - ip-10-0-101- X ‘ (® BIG-IP® - ip-10-0-102 X \ (§ BIG-IP® - ip-10-0-2-14 X | & F5 vLab x \ @ F5 viab x ‘ New Tab x ‘ +

‘ @ & https://18.208.30.193/xui/ R+ ‘ + NG| =
£+ Most Visited @ Getting Started @ Amazon Web Servi ) F5 Networks - GitHub (& F5 Cloud Docs

Firefox x

R glea
f:

‘Main
g sstes & - Applcation Service
T oAt s
| Apptcation servies v search | [ -

Templates - i
e [ HA Ao A2 rrmpreyeyr ey

& —— | O senicn_ascovey 5 senvice_clscovery Commanservice_discovery.app

S - | Delete..
(%) Accsteration

S Device Management
£ Network

(3] system

Activities @ Firefox Web Br

cancel | File Upload

© Recent
@ Home Modified

107.9kB 19:18
D Documents

@ Pictures
m Videos

M thinclient_drives &

) Floppy Disk

+ Other Locations

All Files v
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© Firefox Web Browser ~ Mon 19:19

BIG-IP® - ip-10-0-101-93.ec2.internal (10.0.101.93) - Mozilla Firefox x
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/- Statistics

8 wepe
Import Fle
Application Services Overwrts Existng Templates | (]
Template
ol File Name Browse... | f5icp1 0.0rc2 mpl
Aws _ =
Cancel Upload

G LocaiTrame
0 4) Accsleration

e e—
£ Nemwork

s

Deploy an iApp using the f5.tcp.v1.0.0rc2.tmpl template.

iApps => Application Serves => Select f5.tcp.v1.0.0rc2 template from the dropdown. Name: vir-
tual_server_1.

Configure iApp: Select “Advanced” from “Template Selection”.

© Firefox W

BIG

p-10-0-101-93.ec: ernal

# EC2 Management Cor' X | (§ BIG-IP® - ip-10-0-101- X ‘ (® BIG-P® - ip-10-0-102 X | ( BIG-IP® - ip-10-0-2-14 X | (& F5vLab X | (®F5viab X | New Tab xalt
P - @ & https://18.208.30.193/xui/ - O L n@ =
£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

£-10-0-101-93.ec2 nternal

Tog e

ONLINE (ACTIVE)
In Sync

1Apps » Application Services : Applications

g Statistics Template Selection .
(T wepe
[None- Gomolussa mpias =]
Application Services Template
/Common
Templates
] f5.aws_advanced_ha.v1.4.0rc3
Aws Cancel || Repeat || F
f5.bea_weblogic
) LocaiTrame f5.cloud_logger.v1.0.0
f5.diameter
(P poseiei
f5.dns
=) Device Management 5.http
5.ip_fi di
a ip_forwarding
f5.1dap
System f5.microsoft_iis
f5.microsoft_sharepoint_2010
f5.npath

f5.oracle_as_10g
fs.oracle_ebs
fs.peoplesoft_9
fs.radius
fs.sap_enterprise_portal
fs.sap_erp

f5.service_discovery

£5.tcp.v1.0.0rCly 1

Traffic Group: UNCHECK “Inherit traffic group from current partition / path”
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Question value

Name: virtual_server_1
Inherit traffic group from current partition / path uncheck

High Availability. What IP address do you want to use for the virtual server? VIP IP of Big-IP1
What is the associated service port? HTTP (80)

What IP address do you wish to use for the TCP virtual server in the other data | VIP IP of Big-IP2
center or availability zone?
Do you want to create a new pool or use an existing one? ser-
vice_discovery_poadl|

From the Super-NetOps terminal. Invoke terraform output and copy the value for Big-IP1 => VIP IP.
Use this value in the iApp as explained in the chart above.

student@docker: ~

From the Super-NetOps terminal. Invoke terraform output and copy the value for Big-IP2 => VIP IP.
Use this value in the iApp as explained in the chart above.
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student@docker: ~ x

etops
f5agility
f5lat

MGMT IP
STATUS
MGMT URL
H

TATUS
MGMT URL:
SSH

ig-1P2

(] Read-Only
preferences
New Window

@ show Menub

Activities @) Firefox Web Browser Mon 19:
BIG-IP® - ip-10-0-101-93.ec2.internal (10.0.101.93) - Mozilla Firefox x
EC2 Management Coi X | (§ BIG: -ip-10-0-101- X | (§ BIG-IP® - ip-10-0-102- X | (§ BIG-IP® - ip-10-0-2-14 X | (& F5 vLab X | (B F5 vLab X | New Tab x |+

<« c o Tt 18.208.30.193/xUj - O ¥ @
£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs
Ttis important o ensure that responses 1o client equests made using the BIG-1P virual server ad system. 1t trom the TGP server, e comnection s cropped. The way the BIG-IP system handles this depends an
your network topology.
For P adar he TGP servers, select BIG-IP virual server IP and the TGP servers are on difierent subnes.
For » Tcp select BIGH 1P and the TGP “This enabl Add Auto Map). This
heBG e client P local foating sel IP ad uing he server system
it Savers dondiravea K|
For [ e TGP servers, ng ol the TCP Is required
1the TGP servers use the BIG-IP syst select Y supporty
1o TCP domtr system, select This enabi Netwark Adcress Auto Map). Inthe BIG e dlient P address.
ot an incoming connection wih s local foating salf P system
doyau et [ Fewer than 64,000 concurrent connections: per server El
4. server, the BIG- NAT Auto Map, which uses: 1010 TCP server
TCP server, ihe BIG-1P system enables a SNAT pol, and additional IP adcr erved [ iabig
High Avallabiity
[t e
This 1P ada viral server nd port, The system 2 them to e TGP servers. To specity a Route Damain, use the format
abod%N, whereN For he BIG
3 HTTP (80) E|
orye ¥ ‘1 want o specity port
3
adaress, whatls he P mask? ||
3 network address for (allowing addresses),y "
‘What IP address doyou wishto
usefor e inthe)
olver data erte oravallabilly || 109250
zone?
Wosi dd
whatls ihe [P maskin e cther ||
data centeror availabillty zone?
Pol | [sarvice_discovery_poal £l
Alcad balancing poo s a logical set of devices, such as TGP servers, grouped ogether f recelve and process Fafic. When dlents atiempt TeBIG- reBIGIP e server rat
pool,

Delivery Optimization and Server Officad

Wrich FasiL4
L Pt oYU WA | [Creata ew FastL4 prole(recommendec) El
The FastLe 4 tom FastL 4 profle for s configuraton, we recommend allowing te (App 0 create  new ane. iy exsting Fast L4 profles appear n s st
Cancel Repeat Finished

The iApp will create two virtual servers on both Big-1P’s. The iApp deployment on Big-1P1 will automatically
and immediately sync to Big-1P2.
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BIG-IP® - ip-10-0-101-93.ec2.internal (10.0.101.93) - Mozilla Firefox

# EC2 Management Cor X | (§ BIG-IP® - ip-10-0-101- X ‘ (® BIGP® - ip-10-0-102- X | ( BIG-IP® - ip-10-0-2-14 X | (& F5 vLab

< ISR

X | (& F5vLab

X | New Tab B

@ # https://18.208.30.193/xui/

£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

©-10:0-101

ONLINE (ACTIVE)
In Sync

Local Traffic »

2} Statistics

[T wors

) Local Trame

- 9 L In@ =

Create...

Network Map

P e e e P [

virtal_server1_vs_10.0.1.150
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Profles
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Trafic Class
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(7R) Acceleration
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From the Super-NetOps terminal. Invoke terraform output and copy the value for the primary Big-IP’s
Elastic IP. Open a browser tab and HTTP to this Elastic IP.

Activities &) Fire

F5 vLab - Mozilla Firefox

" EC2 Management Cor X : (§ BIGIP® - ip-10-0-101- X | (§ BIGIP® - ip-10-0-102- X | (§ BIG-IP® - ip-10-0-2-14 X | ( F5 vLab

X | ®F5viab

X | (® F5vLab

« > o ® 18.209.138.129

£ Most Visited @ Getting Started @ Amazon Web Servic... €)F5 Networks - GitHub (& F5 Cloud Docs

LR+ ¥ imn@o =

| F5viLab  Demos ~

ip-10-0-1-190 |

Public Cloud Lab:

Deliver the most secure, fast, and reliable applications to anyone, anywhere at any time.

AZ #1 FsvLab

©O © O

191001190

Available

One of BIG-IP core functions is load balancing, which
entails managing network traffic such that no one
server becomes overwhelmed while others idle. This
improves application performance and availabilty.

1p10-0.1-190

191001190

Fast

BIG IP is able to shift key tasks away from the server

o its own processor in order to improve performance.

“This can reduce the number of servers in a typical
datacenter by as much as 60% and speed up the
performance of the remaining servers.

1p-10.01.190

191001190

Secure

BIG-IP identifies and stops most DDoS attacks before

they reach the datacenter. With hardware-based DoS

protections, BIG-IP detects DDoS attacks and routes

the connections away from critical servers, of rejects
them outright.

10-10.01-190

In order to enable request logging and apply a client SSL profile, let’s re-configure our TCP / Fast L4 virtual
server to a Standard virtual server with an http profile applied.

iApps => Application Services => select the “virtual_server_1” iApp we just deployed.
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L Fo gpe o emarces
Application Senvces . Search Sme.,
Templates ]|~ Name + Tempiate Template Valilty | + ParttonPah
Aws (O HA_Across_AZs 5.aws_advanced_ha.v1 4.0rc3 CommanHA_Across_AZs.app
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O sl sevegy 1p31.00r2 Commonirtual_servert app
(C %) Accsleration Delete.

£ Network
system

Properties => uncheck/disable “Strict Updates”

© Firefox Web Bro

BIG- - ip-10-0-101-93.ec2.internal (10.0.101.93) - Mozilla Firefox x
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ONLINE (ACTIVE)
In Sync

1Apps » Application Services : Applications

- B+ Propert
1Apps.
G Application Service: | Advanced =]
virtal_servert
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i

Local Traffic => Virtual Servers => virtual_server1. Change only the values below and leave the rest as
they are.
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Question value

Type Standard
Service Port 443 /| HTTPS
HTTP Profile http

SSL Profile (Client) | clientssl

[Update]

BIG- ip-10-0-101-93.ec2.internal (10.0.101.93) - Mozilla Firefox x
EC2 Management Cor' X | (§ BIG-IP® - ip-10-0-101 X | (§ BIGIP® - ip-10-0-102 X | (§ BIG-IP® - ip-10-0-2-14 X (E F5 vLab X (B F5vLab X | (& F5vlab x|+
€)> C @ @ & https://18.208.30.193/xui/ Q% L N @
% Most Visited @ Getting Started @ Amazon Web Servi €) F5 Networks - GitHub (& F5 Cloud Docs
) Local Trame Name vital_server!_vs_100.1.150
- Application virtual_server
Partiion; Paih Commonvirual _server app
Virual Servers
Descri
Policies iz I
P Type Standard k|
Ciphers ‘Source Address | —
iRules Destination AddressMask [ooim0
Podls Service Port [ [ares o
Nodes: Noty Stabs fo Virkal Address | (v}
Monitors Avallabilty @ Avallable (Enabled) - The virtual server is avallable
Trafic Class ‘Syncookie Status: or
Address Transiation staie Enabled 5|
(7R) Acceleration Configuration: [Basic | i
Protocol TCP |
) Device Management
Protocal Profile (Client) ) El
£ Network Protocal Profle (Server) Use Gilert Profie) El
System HTTP Profile hitp j
HTTP Proxy ComectProfle | [None E|
FTP Profile Noe -
RTSP Profle [Nee 4
Selected Avallable
‘ommon
<« clientssk-insecure-compatible
DSLCrcs (Clent clientssl-secure
» crypto-server-defaultclientss!

splitsession-default-clientss|

Selected Avaliable
‘ommon
SSL Profie (Serve << || apm-defauttserverssi
s Berve) crypto-client-default-serverss|
> || pcoipdefault-serverssi
serverss|

SMTPS Profle |
Client LDAP Profie Nore! Bl m
Server LDAP Profie Nore! &

Mon 1
BIG-IP® - ip-10-0-101-93.ec2.internal (10.0.101.93) - Mozilla Firefox x
EC2 Management Cort X | (§ BIG-IP® - ip-10-0-101- X \ (® BIG-P® - ip-10-0-102- X | ( BIG-IP® - ip-10-0-2-14 X (B F5vLab X (B F5vLab X | (® F5vLab x |+
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£ Most Visited @ Getting Started @& Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs
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system HTTP Profile |
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FTP Profle [Nee
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SSL Profie (Client)
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N El
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Glient LDAP Profiie
‘Sarver LDAP Profle |
VLAN and Tumnel Trafic [ATVLANs and Tumels o
‘Source Address Translation Ao Map 5|
Rewrle Profle + || mee K|
HTML Protie [Foe 3

Acceleration -
Rate Class None 7| ‘
OneCamect Profle Nore K| |
NTLM Gom Pool e ‘
HTTP Compression Proflle None F| ‘
Web Acceleration Profile None E} ‘
HTTP2 Profle Noe o m

.
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From the Super-NetOps terminal. Invoke terraform output and copy the value for the primary Big-
IP’s Elastic IP. Let’s test the http profile and clientssl profile are working. Open a browser tab and HTTPS
(different than before, when we accessed our example application via HTTP) to this Elastic IP.

F5 vLab - Mozilla Firefox x
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One of BIG-IP core functions is load balancing, {\ich BIG IP s able to shift key tasks away from the server BIG-IP identifies and stops most DDoS attacks before

entails managing network traffic such that no one to its own processor in order to improve performance. they reach the datacenter. With hardware-based DoS

server becomes overwhelmed while others idle. This This can reduce the number of servers in a typical protections, BIG-IP detects DDoS attacks and routes

improves application performance and availabilty. datacenter by as much as 60% and speed up the the connections away from critical servers, o rejects
performance of the remaining servers. them outright.

E [ ooy e |
RO u-BHI:- -
10.0.1-19 )
it i0-10.0-1-190
Transferring data from 18.209.138.129... I T actticler i B vnnmiAR

2.4.3 Test Failover

From the Super-NetOps terminal, run the handy lab-info utility. Confirm that “MCPD is up, System Ready
for all three of your instances.

lab-info

From the HTTPS Configuration Utility (Web Ul) of the active Big-IPX device: Device Management => De-
vices. [Force Offline]. Click [OK] to confirm.
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BIG-IP® - ip-10-0-101-93.ec2.internal (10.0.101.93) - Mozilla Firefox x

§ EC2 Management Cor X | (§ BIG-P® - ip-10-0-101 X ‘ (& BIGP® - ip-10-0-102 X | (§ BIG-IP® - ip-10-02-14 X | (B F5 viab x | @ Fsviab x | ® F5viab x |+
S ¢ @ | ® & https://18.208.30.193/xui/ o v IN@ =

£+ Most Visi @ Getting Started @ Amazon Web Servic... €)F5 Networks - GitHub (& F5 Cloud Docs

f; k
.

Device Management »» Devices

5. [P

() Local Trame Name 1p-10-0-101-83.ec2.neral | Change Device Name...
(73%) Acceteration Description
B ] ———
| Contact
Overview
Comment
Devices
Hostname. Ip-10-0-101-83 ec2internal
P Address. 10.0.101.93
Device Trust BrEarrreem——
. | MAG Adress 0as1 52081280
vt
a Time Zone
0
L) Platiom © 2100
Platiorm Name BIG-IP Virtual Edition
‘Software Version BIG-P v13.1.02 (Build 0.0.6)
Status @ 111 standby
« MSP, LTM+ L 25 Mops (USYONG-GMFWETO)
« Ralo Shaping
. , Limited
o SSLVE
« Max Compression, VE
< MSP, ADD I
« AntVins Checks
< Base Endpon Security Checks
Aobve Mockies o Firewall Checks
Networ
* Seawre Vit

© Firefox
BIG-IP® - ip-10-0-101-93.ec2.internal (10.0.101.93) - Mozilla Firefox x
» EC2 Management Coi X | (§ BIG-IP® - ip-10-0-101 X | (§ BIG-IP® - ip-10-0-102 X  (§ BIG-IP® - ip-10-0-2-14 X | (& F5 vLab X | (& F5viab X (& F5viab x |+
< Gy @ & hitps://18.208.30.193/xui/ v v IN@D =

£+ Most Vi d @ Getting Started @ Amazon Web Servic... €)F5 Networks - GitHub (& F5 Cloud Docs

Force this Device to standby?

Cancel 9{

From the Super-NetOps terminal, run the lab-info utility. Notice how the Elastic IP previously associated
with Big-IP1 has now “floated over” and is associated with Big-IP2.

lab-info
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Activities [ Terminal ~ Mon 19:26 &0 O~

student@docker: ~ x

HTTPS to the Elastic IP. We simulated a failover event and our sample application is still up. Because
only the Big-IP has failed, not the whole Availability Zone, and the client is configured for persistence, the
application is still served up from the same Availability Zone.

Activities @) Firefox Web Browser ~ Mon 19:24
F5 vLab - Mozilla Firefox x
EC2 Management Cor' X | (§ BIG-IP® - ip-10-0-101- X | (§ BIG-P® - ip-10-0-102- X | (§ BIG-IP® - ip-10-0-2-14 X | (& F5 viab x | ® F5 viab X | @® Fsvlab x |+
<« c o DR h 18.209.138.129 - QO s @O =
£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs
p-100-1-190

F5viLab  Demos ~

Public Cloud Lab: AZ #1

Deliver the most secure, fast, and reliable applications to anyone, anywhere at any time.

@ O

Available Fast Secure
One of BIG-IP core functions is load balancing, which BIG IP is able to shift key tasks away from the server BIG-IP identifies and stops most DDoS attacks before
entails managing network traffic suctlahat no one to its own processor in order to improve performance they reach the datacenter. With hardware-based DoS
server becomes overwhelmed while others idle. This This can reduce the number of servers in a typical protections, BIG-IP detects DDoS attacks and routes
improves application performance and availability. datacenter by as much as 60% and speed up the the connections away from critical servers, or rejects
performance of the remaining servers. them outright.

|

3 1p-10-0-1-190 [ 32300 eem | m
vy [ iiiii emm )
10-10.0-1-190

Now we’ll simulate an Availability Zone outage. From the https Configuration Utility (Web Ul) of the active
Big-IPX device: Local Traffic => Pools => Members => Select the pool member in Availability Zone #1
(almost always the first pool member) and [Force Offline].
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Activities ) Firefox Web Browser ~

BIG-IP® - ip-10-0-101-93.ec2.internal (10.0.101.93) - Mozilla Firefox x

EC2 Management Cor' X | (§ BIG-P® - ip-10-0-101 X | (§ BIGIP® - ip-10-0-102 X | (§ BIG-IP® - ip-10-02-14 X | & F5 viab x | @ F5 viab
RN
% Most Vi

©-10:0-101 ernal 2 admin

X | (% F5vLab x |+

B8
I

® & https://18.208.30.193/xui -9 v =

d @ Getting Started @ Amazon Web Servic... €)F5 Networks - GitHub (& F5 Cloud Docs

Tsgea

 oNLINE (sTANDBY)

Local Traffic »» Pools : Poo List

P

5 wepe

) Local Trame

Load Balancing
Load Balancing Method

Network Map Priorlty Group Actvation [Oeabed =] |
Virual Servers Update
Polices.
Profles Current Members. Add.
Giphers I/~ sats | + mamber | Addross |+ Senice Part  FQDN |+ Ephemeral < Rato + Pricry Grop | + ComectonLimi + Parttan/Pain
Rules O e 100115080 1001190 80 No 1 0 (nacive) 0 Commen
Pools O @ 100211880 1002118 80 No 1 0 (Active) [} Common
Nodes. Enable Disable Force Offine Remove S
Monitors
Trafic Class
‘Address Translation

() hcostrston

=) Device Management
£ Network
[I¥) System

HTTPS to the Elastic IP. Hit refresh [F5] a few times to refresh the cache. Notice we are not connecting to
the application on AZ#2.

© Firefox
F5 vLab - Mozilla Firefox x
EC2 Management Cor X | (§ BIG-IP® - ip-10-0-101- X | (§ BIG-P® - ip-10-0-102° X | (§ BIG-IP® - ip-10-0-2-14 X | (® F5 vLab X | (®F5 vLab X | ® F5 vLab x \ =
> C @ | ® & nttps/18.200.138.120 T RS Y m@o =
£ Most Visited @ Getting Started @ Amazon Web Servic... €)F5 Networks - GitHub (& F5 Cloud Docs
ip-10.02-118

| F5viLab  Demos ~

Public Cloud Lab: AZ #2 r5 vi.ab

Deliver the most secure, fast, and reliable applications to anyone, anywhere at any time.

st binuth e del s dinnduintbing

©@ O

ip1002118

Available

One of BIG-IP core functions is load balancing, which
entails managing network traffic such that no one
server becomes overwhelmed while others idle. This
improves application performance and availabilty.

1p10-0.2-118

ip1002118

Fast
BIG IP s able to shift key tasks away from the server
to its own processor in order to improve performance
This can reduce the number of servers in a typical
datacenter by as much as 60% and speed up the
performance of the remaining servers.

1p10.02.118

ip1002118

Secure

BIG-IP identifies and stops most DDoS attacks before

they reach the datacenter. With hardware-based Dos

protections, BIG-IP detects DDoS attacks and routes

the connections away from critical servers, or rejects
them outright.

10-10.02-118

Note: Traditional HA failover relies on Layer 2 connectivity and a heartbeat to trigger a fail-over event and
move a ‘floating IP’ to a new active unit. There is no Layer 2 connectivity in the cloud across availability
zones. The Big-IP will detect an availability zone outage or trouble with a Big-IP VE and the elastic IP will
‘float’ over to the new active device as you just saw.
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T _

RESPONSIBLE FOR

SECURITY

“"OF” THE CLOUD
ormecioy awsciosaL [ RESioNS

2.5 Logging to CloudWatch

F5 Virtual Editions support comprehensive request and security logging for compliance and troubleshoot-
ing using two AWS native features: S3 Buckets and CloudWatch. In this lab we’ll configure logging to
CloudWatch.

2.5.1 LTM Request Logging to CloudWatch

From the Super-NetOps terminal, run the handy lab-info utility. Confirm that “MCPD is up, System Ready”
for all three of your instances.

lab-info

From the AWS management console, navigate to Services => Management Tools => CloudWatch => Log
Groups. In the search filter enter your username (i.e. user55). Terraform created a Log Group for you.
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Activities @ Chromium Web Browser ~ Mon 19:52

CloudWatch Management Console - Chromium x

@ CloudWatch Man: x

€ C | @ secure | https://console.aws.amazon.com/cloudwatch/home?region=us-east-1#logs: prefix=users x

Resource Groups

CloudWatch CloudWatch Log Groups

Dashboards

Alarms ‘« Actions v o @ 0

Filter: | userss| 1 x Log Groups 1-1

oK o Log Groups Expire Events After Metric Filters Subscriptions
Billing userS5fslabcom Never Expire 0 filters e

Events
Rules
Event Buses

| Logs
Metrics

@ Feedback @ English (US) 08 - 201 Privacy Policy  Terms of Use

Click on your log group. Click on your log stream named “log-stream”. Notice the Message column has no
messages.

Activities @ Chromium Web Browser v Mon 19:52

Console - i x

@ CloudWatch Man: x

€ & C | & secure | hitps://console.aws.amazon.comy/cloudwatch/homeregion=us-east

Resource Groups

CloudWatch CloudWatch > Log Groups > userSSfSlabcom > log-stream
Dashboards
Alarms «

Expandall @ Row  Text | & | @ | @

Filter events all 30s 5m 1h 6h 1d 1w custom ~

oK o

Time (UTC +00:00) Message
Billng

Events

Rules

Event Buses @ No events found.

It appears you have not installed a CloudWatch Logs agent or there are no events available at
the moment. Try to install the agent or try later.

Getting Started with CloudWatch Logs.

| Logs
Metrics

@ Feedback @ English (US)

Right-click and copy your log group name (i.e. user55labcom). Save in notepad or your preferred text
editor / note taking method for later use.
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CloudWatch Management Console - Chromium

@ CloudWatch Man: x

€ C | @ secure | https://console.aws.amazon.com/cloudwatch/home?region=us-east-1#logs: prefix=userss

CloudWatch Cloudwatch > Log Groups
Dashboards

Alarms « LAl Actions o & 0
Filter: | userss Log Groups 1-1

oK o Log Groups Expire Events After Metric Filters subscriptions
Biling EmSseAT ey ier Expire 0 filters

Bl Open link in new tab
e Open link in new window
Event Buses Open link in incognito window

| Logs Save link as.
Metrics Copy link address

Search Google for “user55f5labcom”
Print.

Inspect

L

@ Feedback @ English (US)

For convenience working through the next few steps, split your screen into two halves: Super-NetOps
terminal on the left and the Firefox or Chrome browser on the right. On a standard Windows US/English
Windows keyboard you can split the screen with <Windows Key + left arrow> and <Windows Key + right
arrows.

From your Super-NetOps terminal, there are multiple ways to see your AWS access keys. You can echo
the environment variables:

echo ¢
echo S$SAWS_SEC

...or you can cat the hidden ~/.aws/config file:

cat ~/.aws/config

Copy your AWS_ACCESS_KEY_ID and AWS_SECRET_ACCESS_KEY values. Save in notepad or your
preferred text editor / note taking method for later use.

Create a new cloud_logger iApp. HTTPS to the Configuration Utility (Web Ul) of Big-IP1 (assuming that is
the ACTIVE device and not STANDBY).

iApps => Application Services => Name: cloudwatch. Template: f5.cloud logger.v1.0.0. Click [Finished].
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student@docker: ~ x

Edit View Search Terminal Tabs Hel EC2 Ma & Cloudw: & BIG-IP® (®BIGIP" X | (§ BIGIP® ® F5 vLab ® F5 vLab @ F5 vLab +

& [<IR"} oF) 35.170.139.232, RN I+ L N @
£ Most Visited @ Getting Started @ Amazon Web Servic... () F5 Networks - GitHub (& F5 Cloud Docs
Hosiname: p-10-0-102-111.cc2memal  Date: Jui 10, 2018 o
1P Address: 10.0.102.111 Time: 2:59 AM (UT e

| ONLINE (ACTIVE)
Iimsyme

isgeE

1Apps » Application Services : Applications
# - Application Service List

ton Services g Search C'”“?k

Templates V|| » Name Template Template Valldity | + Partiion/ Patn
Aws HA_Acros 15.aws_advanced_ha.v1.4.0rc3 CommonHA_Across_AZs app
ervice_discovery 15 service:_discovery Commonservice_discovery.app
Local Traffic
t et 151pv1.00rc2 Commonvirtual_server! app
) Acceleration Delete

& Device Management

Network

{L

[%) system

©) Firefox Web Browser
BIG-IP® - ip-10-0-102-111.ec2.internal (10.0.102.111) - Mo:

a Firefox x

EC2 Ma & Cloudw: & BIG-IP® (®BIGIP" X | (§ BIGIP® ® F5 vLab ® F5 vLab ® F5 vLab +
— c @ D 35.170.139.232, RN I 4 LN @
& Most Visited @ Getting Started @ Amazon Web Servic... () F5 Networks - GitHub (& F5 Cloud Docs
Hosiame: ©-10-0-102-111.cc2imemal  Date: Jul 10, 2018 agmn
P Adess: 100102 11 Tme: 253 A (0 - B

| ONLINE (ACTIVE)
Jimsme

1Apps » Application Services : Applications  New Application Service.

2 Statistics Template Selection

Name ‘dloudwalch

2 woes
None - Do ol use & tempiate. £l
Application Services Template
None - Do not use a template
Templates
/Common
Aws Cancel Repeat i
f5.aws_advanced_ha.v1.4.0rc3
Local Traffic f5.bea_weblogic

- 5.cloud_logger.vj. 0.0

i) Acceleration
f5.diameter
=) Device Management fs.dns

f5.http.
Network

f5.ip_forwarding
[I¥) system f5.Idap

f5.microsoft_iis
f5.microsoft_sharepoint_2010
f5.npath

f5.oracle_as_10g
f5.oracle_ebs

f5.peoplesoft_9

f5.radius
f5.5ap_enterprise_portal

f5.5ap_erp

fs.service_discovery
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Question value

Name cloudwatch

Template f5.cloud_logger.v1.0.0

Which AWS region is the provider located in? us-east-1

What is the access key you want to use for the API calls? value of $AWS_ACCESS _KEY_ID

What is the secret key you want to use for the API calls? value of SAWS SECRET ACCESS KEY
What is the AWS CloudWatch Logs group name? log group name i.e. user55labcom

What is the AWS CloudWatch Logs group’s stream name? | log-stream

Do you want to enable LTM Request logging? Enable LTM request logging

Activities [J Terminal ~ Mon 19:54
student@docker: ~ x 10-0-102-111.ec2.internal (10.0
file Edit Vie e Te T Hel EC2 Ma & Cloudw: i® BIG-P® ® BIGIP: X | (§ BIGIP® ® F5 vLab ® F5 vLab @ F5 viab +
student@docker: ~ N« [cIRAY D& 35.170.139.232, - O % Ln@o =

£ Most Visited @ Getting Started @ Ar

Hostname:p-10-0-102-111.ec2.ntemal
P 2111

rvic... €)F5 Networks - GitHub (& F5 Cloud Docs

@ Statisties Tempiate Selection: [Basc |

— [ e e —
L Apps =
5.cioud_logger.v1.00
Application Services Template
(] show deprecated tempiates.
Templates — —
Aws F5 cloud logging and analytics solution
T for BIGH iyt
P o salutions.
7 Local Traffic cbjects it 1o the selected dlol
S pal
Introduction ey -

performance of the BIG-IP as a result of the processing required o consiruct and send the log

73%) Accaertion nessages ove HTTP o o analyics souan

) Devios Manegement

Template Options
¥
£2) Network et [Basic - Use 755 recommended sefings E|
£9) system Do youwantosee inlineheip? | [No, co ot show iniine help K|
Analytics Provider
pred [AWS (CioudWaich) K|
AWS CloudWaich s an avallable logging destination, however o send data to t requires
of events. ying o send
from 0
some of them will be lost
focated in? [us-east1 I |

Whatls e 80088 keyyouwant | [ e oG
15000 b o APTGGCE "AKIAJBBLTIDJETPMYIBQ

¥
usafor e AP cals? [

Logs group rame? [

oS ] oa

Log Selection

DovouwantivenablelTn |
Dovounantioenabie T =

Click [Finished].
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©) Firefox Web Browser

BIG-IP® - ip-10-0-102-111.ec2.internal (10.0.102.111) - Mo:

refox x

EC2 Ma & Cloudw: ® BIG-IP® ® BIG-IPI X > BIG-IP® @ F5 vLab @® F5 vLab @® F5 viab +
€ c @ D h 35.170.139.232/xui -9 L N @
£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs
(depending foct
e pertormance of e BIG-IP a5 a result o he processing required 1o construct and send the og

'messages over HTTP to the cloud analytics solution.

Device Management

E Tempiate Options i
IrnfXAdY; morkznun+m 2iPtP. - R want 1o use? Y% | [Basic - Use F5's recommended safings. K|
! ) Systom Doyouwanttoses ninsheip? | [No, donot show irine |

Analytics Provider

bt [AWS (Ciouawaten) E|
AWS CloudWatch s an avallable logging destination, however 1o send data o t requires a
of vents. i rying fo send e
om it time frame
Same ofthem will be lst.
bebrdlust ‘ [us-east1 El

Wha s he acosss key youwan | [ e T e e
Ml ] "AKIAJBBLTIDJETPMYBQ

Whatis the secret key you wart o
use for the AP calls? [
|

Logs (roup name? St5democom

Logs group's sream name? || 1og-steam

Log Selection

Doyouwantio

enable LTM

Request | LEDBD LTM requestiogging o

logging?

bl CLENT P CLENT_PORT
Eopnticy R << HTTP_QUERY
= KTTPVersion
| |VRTuAL
2> | |ViRTUAL_PoRT

Use s BIG-P system's [
[Useis BiG P E|

custom hostname?

Use tis BIG-IP system's |
management portora cusiom | [Use this BIG-1P's management port
port?

Cancel Repeat Finished

The logging components have been created!

©) Firefox Web Browser

BIG-IP® - ip-10-0-102-111.ec2.internal (10.0.102.111) - Mozilla Firefox x
EC2 Ma & Cloudw: & BIG-IP® (®BIGIP" X | (§ BIGIP® ® F5 vLab ® F5 vLab @ F5 viab +
< (IR} oF) 35.170.139.232, - O LN @
% Most Visited @ Getting Started @ Amazon Web Servic... €) FS Networks - GitHub (& F5 Cloud Docs

Hosmame: p10.0-102-111 ec2intomal  Date: Jul 10,2018 —
P Adoress: 10.0.102.111 Tme: 253AM(UTS) R .
| oNLINE (AcTIVE)

| inSync

i
Irn FXAdYS NoOFJkzHL+T1+ZBRBKpRG2iPtP 1Apps » Application Services : Applications »» cloudwatch

2 Statistics # - | Propertes Reconig Camponeris
1Apps Name Avallabilty | Type
Appication {vices =BG
) Applcation Service.
Tewhasse 2 9] couaa ; Onoie Pl
Aws 3 h._credentilm Montor
t ssLprofle_monsor_param sstprote_montor_parar
) Local Trafic a4 A1 @ nvaiatie Pool Member
= @l 254 Duncown  Node
i) Acceleration Els | at v @ Unknown Virtual Server
1 255254 Virtual Address
£ Device Management ] Profie
b =) at Profie

Certfcate Key Fle
Certfcate Fie

Network

2
%) system
Cercate Key Fie:
Protie
Protie
Rue
Ot Pl

Ghusiaie  PoolMember
@ Unknown Node
Onvoiose  VeuaiServer

@ B coumatcn_send.v oo Vet Server

@ J cloudwatch_logging_oftoox Dunknown  Pool

@unknown ool Member
https://35.170.139.232/xui/# — - =

HTTPS to the Configuration Utility (Web Ul) of Big-IP2 (if that is the standby). Look in the upper left-hand
corner. Confirm you are on the STANDBY. All of the iApp changes are kept in sync between active and
standby devices.
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Activities @) Firefox Web Browser ~ Mon 19:55

BIG-IP® - ip-10-0-101-93.ec2.internal (10.0.101.93) - Mozilla Firefox x
EC2 Ma & Cloudw: (®BIG-P* X | (§ BIGIP® & BIGIP® ® F5 vLab ® F5 vLab @ F5 viab +
&« (IR} oF) 18.208.30.193, - O + N@O|=

IrnfXAdYyWb4MCNoOF JkzHL+TJ +ZBRBkpRg2il 4
3 Statistes
= s e e e
i Appicatons Searcn Croah
Templates - - Tenpiate Template Valiity | + Partton/Pain
Aws A 5.aws_advanced_ha.v1 4.0 CommanHA_Across_AZs.2pp
; 5 loud_toggerv1 0.0 Commancouwatcnapp
¥) Local Tratmc
. 5 sevidiscovery Commanisenvice_ scovey app
) Acceleration it 51pV1.002 GCommonviral_servrt app
£ Device Management Dee
£ Network
%) system

HTTPS to the Configuration Utility (Web Ul) of Big-IP1 (assuming that is the ACTIVE device and not
STANDBY).

iApps => Application Services => virtual_server1.

Attention: Before completing the next few steps, DISABLE STRICT UPDATES for the 5.tcp.v1.0.0rc2
iApp named virtual_server1 in our example.

Local Traffic => Virtual Servers => virtual_server1_vs.10.0.1.x.
» Choose “Advanced” from the dropdown.
Select SSL Profile(Client): clientssl
Change HTTP Profile to “http”
» Request Logging Profile: cloudwatch_remote_logging
Click [Update].
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©) Firefox Web Browser

t
IrnfXAdY) NOOFJKZHL+T] +ZBRBI 21 PP

©) Firefox Web Browser

BIG-IP® - ip-10-0-102-111.ec2.internal (10.0.102.111) - Mozilla Firefox x
EC2 Ma & Cloudw: & BIG-IP® (®BIGIP' X | (§ BIGIP® ® F5 vLab ® F5 vLab @ F5 viab +
< (IR} D& 35.170.139.232, - O L N @

% Most Visited @ Getting Started @ Amazon Web Servic... ) F5 Networks - GitHub (&' F5 Cloud Docs

Hosiname: §-10-0-102-111.ec2imemal  Date: Jui 10, 2010 ——" -

P Ades 10010211 T 258 0 U Parten =
| ONLINE (ACTIVE)

Jinsme

Local Traffic » Virtual Servers : Virtual Server List

P # « | Virtal Server List  Virtual Address List
2 A—
& epe
r Search
) Local Tratc
|| [~ stats | « Name + Description | + Application | + Destination SenvicoPort < Type | Re
Network Map a v 256255255254 41003 Standard Edi
VG Sarvers ) 255255255254 41001 Standard Edi
Polldies ° 265255255254 41002 Standard Edi
Profles ° v5, 10.0.1.150 virtal_server! 10.0.1.150 443 (HTTPS) Standard Ed
Ciphers ° fual_server!_vs_10.0.2.58 tual server! 100258 443 (HTTPS) Standard Edi
WFikes Enable Disable Detete
Podls
Nodes
Monitors
Trafic Class
Address Transiation
24) Acceleration
£ Device Management
£2) Network
[£7) System
https://35.170.139.232/tmui/C allb/virt...e=/C |_serverl.app) serverl vs_10.0.1.150

et marfi
rnfXAdY) NOOFJKZHL+TJ+ZBRBKpRq2iP1P.

BIG-IP® - ip-10-0-102-111.ec2.internal (10.0.102.111) - Mozilla Firefox x
EC2 Mal & Cloudw: ® BIG-IP® (® BIGIP¢ X | ( BIG-IP® ® F5 vLab @® F5 viLab @® F5 viab +
<« c @ DR h 35.170.139.232/xui [+ L N @
£+ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs
Monitors Avallabilty @ Avallable (Enabled) - The virtal server i avallable
Trafic Class Synconkle Status or
Address Transiation State Enabled 7|
24) Acceleration Confguration: [Basic x|
Protocol Baglc TP
& Device Management S
= o RSN lvonced  rey |
&3 Network Protocal Profile (Server) (Use Client Profiie) El
%) system HTTP Profie Tt E|
HTTP Proty Gonnect Profle None E|
FTP Profle Noe o
RTSP Profle Noe 1
Selected Avallable

‘ommon [Comman
SSL Prole (Cllent) clientss| « clientsskinsecure-compatible I
“——| clientsslsecure
cryptoserver-default-clientss|
splitsession-default-clientss]

]

Selected Avallable
[Common

SSL Profle (Server) << apm-defautt-serverss|

crypto-lient-default-serverss|
> pcoip-default-serverss|

serverss|

SMTPS Profie Noe o

Glient LDAP Profile Nore £

‘Server LDAP Profle Nore 5|

VLAN and Tumel Trafic [ATVIANS and Tumels
Source Address Transiation | [Auto Map =]

Content Rewrite

Rewrite Profle

None
HTML Profile Nore 5
== L]

OneConnect Profile None El
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s &) Firefox Web Browser ~

t m
IrnfXAdYyWb4MCNoOF JkzHL+T] +ZBRB PPy
root er-net marfi

irefox Web Browser ~

Mon 19:56

BIG-IP® - ip-10-0-102-111.ec2.internal (10.0.102.111) - Mozilla Firefox

EC2 Man- | @ CloudWa! | (§BIGIP® - | (HBIGIPC X | HBIGIP® | @ F5viab | B F5viab
&5 c @ D & 35.170.139.232/xu! . @
& Most Visited @ Getting Started @ Amazon Web Servic... () F5 Networks - GitHub (B F5 Cloud Docs
Request Adapt Profle None el
Response Adapt Profle None el
SIP Protle Noe o
Statistcs Profle Noe
VLAN and Tume Trafic [ATVIANS and Tuels
Source Address Transiaton | [ Ao Map 5]
Bandwidin Contraller Nore =
Enabled Avallavie
Trafic Class =
Connection Limit O
Eviction Policy None E|
Gonnecton Rate Limit O

‘Connection Rate Limit Mode

® F5 vLab +

¥mn@o =

[Per Virkar Server

Address Translation =
Part Transiation =Yoo
Source Port |
ione Pool (Client e =5
Clone Pod (Server) e =
AuoLastHop |
LastHop Pool s =
NATS4 e
Request Logging Profle e £l
VS Score None
Immediate Action On Service /Common
P request-log

c
P

t iper-net m e
Irn FXAdYyWb4MCNOOF JkzHL+TJ+ZBRB PtP]
et m

EC2 Ma

€ c @
£* Most Visited

.0.102.111) - Mo: refox

& Cloudwa! | (§BIG-P® - | @ BIGIP: X | HBIGIP® | @ F5viab | (B F5 viab
o 35.170.139.232/xui -
@ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs
Gormectcn Limit O
Eviction Palicy. |
Gonnecton Rate Limit Jos: —|

‘Connection Rate Limit Mode

® F5 vLab +

Yo =

[Per Virkar Server

Address Translation
Port Trarsiaton

Sarce Port

Glone Podl (Gllent
Glone Poo (Server)
Ao LastHop

Last Hop Pool

NATS4

Request Logging Profle
Vs score

Immediate Action On Service
Down

Content Rewrite
Rewrlte Profle

HTML Profile
Acceleration
Rate Class
OneGonnect Profile
NTLM Com Pool
HTTP Gompression Profile
Web Acceleration Profile

HTTPR2 Profile

Updal || Dolete

™ Enabled

¥ Enabled

[Presve
None E|
None E|
Defaut
None £l
m—

—

s 5

o 3

T

o

Nare £l
Nare E|

Noe

Do the same for the second virtual server. Local Traffic => Virtual Servers => virtual_server1_vs.10.0.1.x.

» Choose “Advanced” from the dropdown.
+ Select SSL Profile(Client): clientssl
» Change HTTP Profile to “http”

» Request Logging Profile: cloudwatch_remote_logging

Click [Update].
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©) Firefox Web Browser

BIG-IP® - ip-10-0-102-111.ec2.internal (10.0.102.111) - Mozilla Firefox x
EC2 Ma & Cloudw: & BIG-IP® (®BIGIP" X | (§ BIGIP® ® F5 vLab ® F5 vLab @ F5 viab +
€« X @ oy 35.170.139.232, -0 L N @

% Most Visited @ Getting Started @ Amazon Web Servic... ) F5 Networks - GitHub (&' F5 Cloud Docs

Hosnane: ©100-102111ecziemal e Ju 10 015 o
P Adaess 100102111 Tee: 2.57 A (UT e Parn: T

] ONLINE (ACTIVE)

Loadir
Tinsme D Loses

Recelving configuration data from y

t
IrnfXAdY) NOOFJKZHL+T]+ZBRBI 2iPtP.

Local Traffic » Virtual Servers : Virtual Server List

P 1 | Virual Server List  Viral Address List
b ] —
[ apps
> . Search
) Local Traffc
V]| -] Stats | » Name  Descripion = Application | + Destinaion SenicePart | < Type | Re
Network Map a ucwalch 255255255254 41003 Standard Edi
Virual Servers 0 cloxdwalch 255255255254 41001 Standard Edi
Palicles ° s ucwalch 255255255254 41002 Standard Edi
Profles ° vital sever! 1001150 443 (HTTPS) Stndard Edi
Ciphers ° tual sever! 100258 443 (HTTPS) Standard £l
iRues Erable
Pools
Nodes
Monitors
Trafic Class

Address Transiation
34) Acceleration

£ Device Management
£2) Network

(5% system

Waiting for 35.170.139.232.

©) Firefox Web Browser

BIG-IP® - ip-10-0-102-111.ec2.internal (10.0.102.111) - Mo:

a Firefox x
EC2 Ma & Cloudw: ® BIG-IP® (® BIGIP" X | ( BIG-IP® ® F5 vLab ® F5 vLab @ F5 viab +

cs e e oY) 35.170.139.232/xu o v o

Web servic... €)F5 Networks - GitHub (& F5 Cloud Docs
avanar || rumap o

& Most Visited @ Getting Started @ Amazon

Bandwidih Contraller None =
Enabled Avallavle
et arti Traftc Class s<
> |
Gonnecton Limit O
Eviction Policy None El
Gonrecton Rate Limit o
Connection Rate LimitMode | [Per Virkal Server El
)
‘Address Translation (¥ Enabed
Port Transtation (¥ Enabled
Srce Port (|
Clone Podl (Gllent) None E|
Clone Podl (Server) None E|
Ao LastHop oot 3
Last Hop Podl None £l
NATS4 J enaied
Request Logging Profle Tore El
VS Scre None
immediate Acton OnSenvice || /COMMON
Oown request-log
c
Rewrite Profle cloudwatc!
HTML Protle Noe
Acceleration
Rate Class None 5|
OneConnect Profile None El -
NTLM Com Pool |
HTTP Comoression Proflla T " |
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©) Firefox Web Browser

BIG-IP® - ip-10-0-102-111.ec2.internal (10.0.102.111) - Mo: refox x

EC2 Ma & Cloudw: & BIG-IP® 5 BIGIP X | (§ BIG-IP® ® F5 vLab @® F5 viLab @ F5 viLab +

) e e oY) 35.170.139.232/xu -0 v o

£+ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

Gonnecton Lt O
Eviction Palicy None El
- . ‘Connection Rate Limit O
Connection Rale LimitMode | [ Per Virual Server el
' )
‘Address Transiation ¥ Enabled
Port Translation ™ Enabled
SarcePart |
Clone Pool (Glent) Nore E|
Clone Pooi (Server) Nove E|
Ao LastHop oot 3
Last Hop Pool None £l
NATS4 (erabiea
Request Logging Profle [cloudwatch remoe_logging 5|
VS Score I
mediate Acton OnSevoe | [
Content Rewrite
Rewrle Profle Nore E|
HTML Profle Noe
Acceleration
Rate Class None 5|
OneCannect Profile None El
NTLM Com Pool N d
HTTP Compression Profile None El
Web Accsleration Profle Nore |
HTTP?2 Profile Nore o -
Upagy Deicte

Run the lab-info command. Note the Elastic IP.

lab-info

student@docker: ~ x

it View Se Te T He EC2 Ma & Cloudw: & BIG-IP® (®BIGIP" X | (§ BIGIP® ® F5 vLab ® F5 vLab ® F5 vLab +

« (IR} oF) 35.170.139.232, - O LN @

% Most Visited @ Getting Started @ Amazon Web Servic... ) F5 Networks - GitHub (&' F5 Cloud Docs

FXAdYyWb4MCH

H 100-102-111.ec2intomal  Dale: Jui 10,2018
1P Address: 10.0.102.111 Time: 2:57 AM (UTC

owme acrve
: I mome
. <1 [~/marfil-fs-terraf

00t@fs r ]
rnfXAdYyWbaMCNOOF JkzHL+TJ+ZBRBKpPRG21PtPX

Local Traffic » Virtual Servers : Virtual Server List

2 Stattcs # -~ Virual Server List | Virtual Add: tistics

WAF EL o
URL: https 5 weps - -
o
) Local Trame
V| |7 Status | = Name + Description + Application | + Destinain | * Sevice Port < Type | Re
Network Map a 256255255254 41003 Standard Edl
Virtal Servers ° 256255255254 41001 Standard Edl
g-TP1 Policies ® 255255255254 41002 Standard Edl
r-vS:TTlf 2 19 Proflies ° 100.1.150 443 (HTTPS) Standard Edl
NGHT” UL Ciphers ° tual_server!_vs_t 100258 443 (HTTPS) Standard Edi
SSH UserKnownHostsFile=
: Ruies Enable Disable Deite.
m.pem admin@ls.208
Podls
Nodes
Monttors
Trafic Class

Address Translation

B1G-1P Autosc
MGMT IP
STATUS 24) Acceleration
MGMT URL ;
SH: £ Device Management
£ Network
Big-1P2 ¥ oo

MGMT IP
STATUS
MGMT URL
H

pem admin

of
1
18.209.138. 1241

marfil

HTTPS to the Elastic IP to test request logging. Refresh with [F5] key for 15 seconds to generate a modest
amount of traffic.
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Activities @) Firefox Web Browser ~ Mon 19:58

F5 vLab - Mozilla Firefox x
EC2 Ma: # Cloudw: (® BIG-IP® ® BIG-IP® (® BIG-IP® @ F5 vLab @® F5 vLab ®F5viabx | +
<« @ © & hitps://18.209.138.129 1 v QN LMo =

£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

ip-100-2-118
F5viLab  Demos ~

Public Cloud Lab:
AZ #2

Deliver the most secure, fast, and reliable applications to
anyone, anywhere at any time.

Bkl A A ks o Sk
€9

Available

One of BIG-IP core functions is load balancing, which entails managing network traffic such that no one server
becomes overwhelmed whie others idle. This improves application performance and availabily.

Fast

Attention: Some lab testers reported an incompatibility issue with Mozilla Firefox on Linux and the
AWS CloudWatch console. If Firefox doesn'’t render the CloudWatch console, switch to Google Chrome
for this part of the lab.

From the AWS Console, Services => Management Tools => CloudWatch => Log Groups. Select your log
group and log-stream.

Activities @ Chromium Web Browser v Mon 1958
CloudWatch Management Console - Chromium x
& CloudWatch Man: x
<— C | & secure | https://console.aws.amazon.com, *

Services v Resource Groups v

CloudWatch CloudWatch > Log Groups > Streams for userSStslabcom

Dashboards

Alarms P Create Log Stream | Delete Log Stream o % e

Filter: | Log : z X Log Streams 1.1

oK o Log Streams Last Event Time E
Biling fé

Events
Rules

Event Buses
| Logs
Metrics
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You will see the http request logs.

Activities Chromium W r Mon 20:00

Cloudwatch Management Console - Chromium x

@ CloudWatch Man: x

&  C | & secure | https://console.aws.amazon.com/cloudy

atch/home region serssfsla

east-1#logEver bcom;stream

ream % i

ource Groups

CloudWatch CloudWatch > Log Groups > userSSfSlabcom > log-stream
Dashboards
Alarms < Expandall @ Row Tt | & | 8| ©
Filter events g 30s 5m 1h 6h 1d 1w cusiom -
o (]
Time (UTC +00:00) Message
Biling
Events 2018-07-10
No older events found at the moment. Retry.
Rules » 025953 ue, 10 Jul 2018 02:59:53 GMT" bigipVersion™:"13.1.
Event Buses » 025954 ue, 10 Jul 2018 02:59:54 GMT" bigipVersion"
| Logs » 025954 ue, 10 Jul 2018 02:59:54 GMT" bigipVersion"
»  03:00:01 “Tue, 10 Jul 2018 03:00:01 GMT", ‘“bigipVersion”
Metrics »  03:00:02 e, 10 Jul 2018 03:00:02 GMT" bigipVersion®
»  03:00:02 “Tue, 10 Jul 2018 03:00:02 GMT", ‘“bigipVersion”
Favorite »  03:00:02 ue, 10 Jul 2018 03:00:02 GMT" bigipVersion"
»  03:00:02 “Tue, 10 Jul 2018 03:00:02 GMT", ‘“bigipVersion”
No newer events found at the moment. Retry.
@ Feedback @ English (US) Privacy Policy  Terms of Use

Expand a log entry to see more detail.

Activities @ Chromium Web Browser ~ Mon 20:02

Console - Chi x

@ CloudWatch Man: x

€ & C | & secure | hitps://console.aws.amazon.com/cloudwatch/home?reg

ewer:group=users5fslabcom

ource Groups

CloudWatch CloudWatch > Log Groups > userSSfSlabcom > log-stream
Dashboards
Alarms < Expandall @ Row Tt | & ®& | @
Filter events all 30s 5m 1h 6h 1d 1w custom -
oK e
Time (UTC +00:00) Message
Biling
Events 2018-07-10
No older events found at t
Rules - 025953 [{time™:"Tue, 10 Jul 2018 02:59:53 GMT","host"-"ip-10-0-102-111 ec2.internal", logSource™"BIGIP","bigipVersion P-10-0-102-111.ec2.internal”,"CLIENT_IP":"129.213,
Event Buses {
| Logs {
“tine™: "Tue, 10 Jul 2018 02:50:53 GMT",
Metrics “host": "ip-10-0-102-111.ec2.internal®,
“logSource": "BIGIP",
Favorites "bigipversion”: "13.1.6",
. "EVENT_SOURCE": "request logging"
"BIGIP_HOSTNAME": *1p-10-6-162-111.ec2. internal”,
“CLIENT_IP" Bsy8”,
"SERVER_IP"
“HTTP_METHOD": "GET"
“HTTP_URT"
“VIRTUAL_NAME": " /Comnon/virtual serverl.app/virtual serveri vs 10.0.2.58"
}
1
» 025954 [{time":"Tue, 10 Jul 2018 02:59:54 GMT" bigipVersion" request_logging","BIGIP_HOSTNAME":"ip-10-0-102-111.ec2.intemnal","CLIENT_IP":"129.213,
» 025954 ue, 10 Jul 2018 02:59:54 GMT" bigipVersion" request_logging","BIGIP_HOSTNAM
»  03:00:01 ue, 10 Jul 2018 03:00:01 GMT" bigipVersion"
»  03:00:02 "Tue, 10 Jul 2018 03:00:02 GMT", ‘"bigipVersion”
»  03:00:02 e, 10 Jul 2018 03:00:02 GMT" bigipVersion"
»  03:00:02 [{"time":"Tue, 10 Jul 2018 03:00:02 GMT"; ip-10-0-102-111 ec2.internal" rce” ‘"bigipVersion” 5 |
»  03:00:02 [{time""Tue, 10 Jul 2018 03:00:02 GMT", -10-0-102-111.ec2.internal", logSource™:"BIGIP","bigipVersion""13.1.0", "BIGIP_HOSTNAME"

No newer events found at the moment. Retry.

@ Feedback @ En

Copy the CLIENT_IP of a request and use this CLIENT_IP in the “Filter events” search filter. In production
you would filter search results by attributes such as CLIENT-IP to home in on relevant logs.
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Activities Chromium Web Browser

Console - Chi x

@ CloudWatch Man: x

€  C | & secure | https://console.aws.amazon.com/cloudwatch/home?region=t ser55f5labcom;stream=log

Resource Groups

CloudWatch CloudWatch > Log Groups > userSSfSlabcom > log-stream
Dashboards
Alarms < Expandall @ Row Text | & | & @
Filter events all 30s 5m 1h 6h 1d 1w custom -
oK e
Time (UTC +00:00) Message
Biling
Events 2018-07-10
No older events found at t
Rules - 025953 [{"time™:"Tue, 10 Jul 2018 02:59:53 GMT","host" ip-10-0-102-111.ec2.intemal”,"CLIENT_IP":"129.213.
Event Buses t
| Logs {
“tine™: "Tue, 10 Jul 2018 02:50:53 GMT",
Metrics "host": "ip-10-0-102-111.ec2.internal”,
"logSource": "BIGIP",
Favorites "bigipversion”: "13.1.6",
EVENT_SOURCE: request Logging',
10-9_1§2-111.ec2. internal”,
Ctri+C
TR Go to 129.213.189.8
"VIRTUAL_NAME": "/Common/vi  print. ari+p B
}
! Inspect Ctri+Shift+1
» 025954 [(time":-Tue; 1 vurzurs UZ: -111 ec2 internal”,logSource"“BIGIP","bigipVersion":"13.1.0", EVENT_SOURCE"request_logging","BIGIP_HOSTNAME"-'ip-10-0-102-111.ec2.intemal","CLIENT_IP""129.213
» 025954 [{"time":"Tue, 10 Jul 2018 02:59:54 GMT" -111 ec2.internal” bigipVersion""13.1.0
»  03:00:01 [{time":"Tue, 10 Jul 2018 03:00:01 GMT"; -111 ec2internal” ‘"bigipVersion”
»  03:00:02 [{"time":"Tue, 10 Jul 2018 03:00:02 GMT" -111 ec2.internal” bigipVersion"
»  03:00:02 [{time""Tue, 10 Jul 2018 03:00:02 GMT" -111 ec2internal” bigipVersion"
»  03:00:02 [{"time":"Tue, 10 Jul 2018 03:00:02 GMT"; -111 ec2.internal”, ‘"bigipVersion”
»  03:00:02 [{time":"Tue, 10 Jul 2018 03:00:02 GMT" -10-0-102-111 ec2 internal",‘logSource"'BIGIP" “bigipVersion"*13.1. 0 “EVENT_SOURCE"request_logging", BIGIP_HOSTNAME" ip-10-0-102-111 ec2 internal” "CLIENT 1P**129 213,

No newer events found at the moment. Retry.

@ Feedback @ English (US)

Activities @ Chromium Web Browser ~ Mon 20:02

Console - Chi x

@ CloudWatch Man: x

ser55fSlabcom;sty

€ © C | & secure | hitps://console.aws.amazon.comy/cloudwatch/home?region

ource Groups

CloudWatch CloudWatch > Log Groups > userSSfSlabcom > log-stream
Dashboards
Alarms < Expandall @ Row Text | & | & @
129.213.189.8) ©  al 30s 5m 1h 6h 1d 1w custom -

oK e

Time (UTC +00:00) Message
Biling

2018-07-10
Events

No older events found for the s

Rules »  0259:53 e, 10 Jul 2018 02:59:53 GMT","host""ip-10-0-102-111.ec2.intemal®

Event Buses

» 02:59:54 £Y
| Logs » 025954 |

»  03:0001 request_logging’

Metrics » 0300:02 “request_logging"
»  03:00:02 E"request_logging"

Favorite » 030002 “Tue, 10 Jul 2018 03:00:02 GMT", hosl ip-10-0-102-111.ec2.internal", 5 # request_logging" X 213
» 030002 [(ime":"Tue, 10 Jul 2018 03:00:02 GMT", host"-ip-10-0-102-111 ec2.intemal", logSource"BIGIP","bigipVersion""13.1.0, EVENT_SOURCE":"request_logging","BIGIP_HOSTNAME"ip-10-0-102-111.ec2.intemal", CLIENT_IP""129.213,

No newer events found for the selected fter. clear fiter.
@ Feedback @ English (US) Privacy Polcy

2.5.2 WAF HTTP Request and Security Logging to CloudWatch

HTTPS to the Configuration Utility (Web Ul) of the BIG-IP Autoscale Instance: waf.

iApps => Application Services => waf=userxxfSlabcom.
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BIG-IP® - ip-10-0-2-149.ec2.internal (10.0.2.149) - Mozilla Firefox

i EC2 Management ¢ X | @ CloudWatch Manag: X

® BIG-IP® - ip-10-0-1

X

(® BIGP® - ip-10-0-2- X | (& F5 vLab X (& F5viab

€)X @

ONLINE (ACTIVE)
Standalone

) were
Appication Senvices
Templates
aws

) Locat Trame

(C %) Accsleration

Read 54.172.188.81

Properties => UNCHECK “Strict Updates”. [Update].

@ & https://54.172.188.81:8443/xui,

&= Loading
¥ R

1Apps » A
£~ Applcaty

£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

X | (B F5viLab x|+

-9 s @ =

F5 IApps and Resources

: T Create..
4|~ Name + Template Template Validity | + Partion /Patn

O couwaicn 15.clowd_loggecy1 0.0 Commonioudwatchapp

O watuserssigancon hp 2007 Gommonwat ssesstSiabcom.app
O watuserssiSiabcom_sa 15 sanice_dlcovey Gommonwat-wserssiSiabcom._sd.app

Delete..

ternal (10.0.2.149) - Mo:

i EC2 Management ¢ X | @ CloudWatch Manag: X

® BIG-IP® - ip-10-0-1

X

RN

£ Most Visited @ Getting Started @ Amazon Web Servic...

©-10-0-2-149.ec2 nferna

ONLINE (ACTIVE)
Standaione

g} Statistics

(G wepe

@ & https://54.172.188.81:8443/xui

1Apps » Application Services : Applications

# -~ Properties

) F5 Networks - GitHub (& F5 Cloud Docs

X | (& F5vLab X (& F5viab x|+

Application Service: [ Advanced <]
Templates app
AWS Description [
Tempiate tpv1 20067
) Local Trame :
Stict Updates [ recammendec)
(3 Accetoation Updats_|_odes

3 Device Management
() securny
£ Network
System

Create a new cloud_logger iApp.

-9 ¥in@m =

pps => Application Services => Name: cloudwatch. Template:
f5.cloud_logger.v1.0.0. Click [Finished].
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Question value

Name cloudwatch

Template f5.cloud_logger.v1.0.0
Which AWS region is the provider located in? us-east-1

What is the access key you want to use for the API calls?

value of $AWS_ACCESS_KEY_ID

What is the secret key you want to use for the APl calls?

value of $AWS_SECRET_ACCESS_KEY

What is the AWS CloudWatch Logs group name?

log group name i.e. user55labcom

What is the AWS CloudWatrch Logs group’s stream name?

log-stream

Do you want to enable ASM logging?

Enable ASM logging

What ASM requests do you want to log?

Log all requests (verbose)

Do you want to include ASM DOS logging?

Include DOS protection logging

Do you want to enable LTM Request logging?

Enable LTM request logging

What Request parameters do you want to send in the log?

leave defaults

Click [Finished].

Activities @) Firefox Web Browser ~

Mon 20112

EC2 M. & Cloudv

(3 c @

BIG-IP® - ip-10-0-2-149.ec2.internal (10.0.2.149) - Mozilla Firefox

& BIG-IP & BIG-IP @®BIG X | (B F5viab | (@ FSviab (@ F5viab | (B F5 viab

wi+| < K

o) 54.172.188.81:8443/xul - O ¥ @

£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

ot [AWS (CloudWatch) |

AWS CloudWach Is an available logging destination, however o send data 1o i requires a
trying o send

[ i

om i ina shorttme frame
‘some of them wil be ost.

located in? st El

,
ol Lotk [AKIAJBBLTIOIETPIVG

‘Whatis the secret key you want fo
use for the AP calls?

Lo e userS5tslaboom

Logs groups sreamrame? || °9-5%am

Log Selection

enable ASM | [ Enabie ASM ogging El
logging?

whatAs
s
Tl T T |

log?

include ASM | [Inciud DO profection ogging E|
DOS lagging?

Doyouwant
ol
Request
logging?

Optons
GLENT GLEENT_PORT
f’“"‘mh SERVERP HTTP_QUERY
st il MEmon HTTP_VERSION
VRTUAL P
URTA Nawe VRTUAL_PORT

Solution Configuration

Use this BIG-IP system's
‘management hostname or a
custom hostname?

Enable LTM requestiogging

[Use s BIG-Ps management rosiname El

Use this BIG-IP system's
‘management port or a custom
port?

Cancel mig

[Use s BIG-Ps management port

Local Traffic => Virtual Server => waf-userXXf5labcom_vs.
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Activities @) Firefox W v Mon 20:09

BIG-IP® - ip-10-0-2-149.ec2.|

Firefox x

internal (10.0.2.149) - Mo:

% EC2 Management C X | @ CloudWatch Manag: X | (§ BIG-IP® - ip-10-0-10 X | (§ BIG-P® - ip-10-0-10 X | (® BIG-P® - ip-10-0-2-- X | (& F5 vLab x | @ F5 viab x | ® F5 vLab x | ® F5viab x|+

> C @ £ https://54.172.188.81:8443/xui, RN IR+ 3 L N @

£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

o

2} Statistics

[T wepe

) Local Trame

« Destiraton | = ServicePort < Type | Resouces | < Paron; Pan
coutwaten_cred_vs doudwateh 265255255254 41003 Sandard Edl.  Commonciouwachapp

Network Map
Virtal Servers cloudwatch_format_vs cloudwateh 255255255254 41001 Sendard Edil.  Commoncloudwaichapp
Polcies couwalch_send_vs doudwatch 255255255254 41002 Stndard Edit.  Cammondowwalch.app
Profies
Giphers

iRules

wat-user5{¥glaboom ve watuserssfsiabcom  Any IPva 80(HTTP)  Standard Edit Commontwat-userS5fSiabcom.app

Disable Detete..

Podls
Nodes
Monitors
Trafic Class
‘Address Translation
(7) Acceleration
) Device Management
() securty
£ Network
System

Change Request Logging Profile to cloudwatch_remote_logging.

© Firefox Web Brow Mon 20:09
BIG-IP® - ip-10-0-2-149.ec2.internal (10.0.2.149) - Mozilla Firefox x
¥ EC2 Management C. X { CloudWatch Manag: X | (§ BIG-IP® - ip-10-0-1C X | ( BIG-IP® - ip-10-0-1C X | (§ BIGP® - ip-10-0-2- X (& F5 vLab X (& F5vLab X | (& F5vLab X (& F5viLab x|+
> C e @ @ https://54.172.188.81:8443/xui/ RN I+ 3 L N @
£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs
Trafhc Class -3
GonrectanLimi (O
Eviction Policy Nore E|
Gonrecton Rate Limit O
Connection Rate LimitMode | [ Per Virkal Server |
Address Transtation (M erabiea
Port Translation [ Enabled
Sowce ot [Freseve =1
Glone Podl (Gllent) None E|
Clone Podl (Server) Nore E|
AtoLasthcp oo
Last Hop Podl Nore E|
NATG4 (eratiea
None £l
V8 Sooe None
immedal Adnnseves || /COMMon
oo request-log

I oneconnect El ‘
NTLM Com Pool Wat usars6iBiaboom_nim El ‘
rre , z Z £ \
T opimzercang 3
HITPR Prole e J

Delele

Click [Update].
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BIG-IP® - ip-10-0-2-149.ec2.internal (10.0.2.149) - Mozilla Firefox

i EC2 Management ¢ X | @ CloudWatch Manag: X | (§ BIG-P® - ip-10-0-10 X | (§ BIG-P® - ip-10-0-10 X | (§ BIG-P® - ip-10-0-2- X | (& F5 viab x |  F5 viab x | @ F5 viab x | @ F5 viab x|+
(P @ & https://54.172.188.81:8443/xui/ RN I+ L@ =
£ Most Visited @ Getting Started @ Amazon Web Servic... €)F5 Networks - GitHub (& F5 Cloud Docs

Traffic Class =7

Gonnection Limit CE

Eviotion Policy None £l

Gonrecon Rate Limit T

Connection Rate LimitMode | [ Per Virkal Server |

Address Transiation (PEnavied

Port Transiation (M erabiea

Saurce Port |

Glone Pod (Gllent) None E|

Clone Pool (Server) None E|

Auto Last Hop. [Deaut 5

LastHop Podl Nore E|

NATG4 (Derabiea

‘Request Logging Profle [loudwaich remoie_logging 1<

VS Score o

InmedaleAnOnSenies | [y

Rewrte Proflle — [t F | ‘

HTML Prfle | |

Acceleration

Rate Class Nore =]

| Lonscannect |
NTLM Com Pool [watisersSiaboom im
Lol | X pr |
I _optmized-caching E|
HTTP2 Protle [Noe o -

Upgate Detete

Local Traffic => Virtual Server => waf-userXXf5labcom_vs => Security => Policies.

BIG-IP® - ip-10-0-2-149.ec2.internal (10.0.2.149) - Mozilla Firefox x

i EC2 Management ¢ X | @ CloudWatch Manag: X | (§ BIG-P® - ip-10-0-1¢ X | (§ BIG-P® - ip-10-0-10 X | (§ BIGIP® - ip-10-0-2- X | (& F5 viab x | @ F5 viab x | F5 vLab x | & F5viab x|+

> C @ @ @ https://54.172.188.81:8443/xui RN IR+ 3 ¢+ NG| =

£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

©1002 na aomin

o

TEg e

Local Traffic »» Virtual Servers : Virtual Server List

[/} statties
[ wors

) Local Trame Name wat-usarsSiSiaboom v
i Appllcation wal-userS5siabeom
Virtual Servers. il
Polces [ I
Profies Type Standard El
Ciphers. ‘Source Address 00000 =
iRules. Destination Address/Mask 0.0.0.00
Podls ‘Service Port 80 HTTP E
Nodes Notity Status fo Virtual Address | (v
Monitors Avatlabilty @ Avallable (Enabled) - The virual server is avallable
Traffc Class ‘Syncookie Status or
Address Translation State. Enabled =
(7)) Accoleration Configuration: [ Advaned |
Protocol Tor E|
Device
(53 Dovice Management o, . e 3
0 Ll Protocal Profl (Server) wal-userSSiSiaboom_s-icp-1an E|
52 Network HTTP Protle [ I |
HTTP Proxy ComectProfle | [None
) syetom E
FTP Protle [Noe o
RTSP Profile None o

it
ii
1l
B

https://54.172.188.81

Log Profile. Select cloudwatch_remote_logging. Click [Update].
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Activities @) Firefox Web Browser ~ Mon 20:

&0 O~

BIG-IP® - ip-10-0-2-149.ec2.internal (10.0.2.149) - Mozilla Firefox x

EC2 Management C X | # CloudWatch Manag: X | (§ BIG-IP® - ip-10-0-10 X | (§ BIGHP® - ip-10-0-10 X | (§ BIGIP® - ip-10-0-2 X | (& F5 vLab x | @ F5 vLab x | @ F5viab x | @ Fs viab x|+
o c @ D & h 54.172.188.81:844 - Q @ =

£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs
Hosiname: - p-10-0-2-149.ec2 ntermal

i
| ONLINE (ACTIVE)
R s
Local Traffic » Virtual Servers : Virtual Server List - v slabcom _vs

(T wepe

Policy Settings

) Locai Trame Destiration 000080
Network Map Servics HTTP
Virual Servers Y [Enabled.. < Policy: [linxiow 5|
Policies ‘Service Palicy None [+
Profiles P Intelligence Disabled =
Ciphers. DoS Protection Profile Disabled x|
e Enabled.. <]
Pools. Selected Available

on

Ntee Lo Froite Log illegal requests = Log all requests
Monitc P global-network
= » focaldos
Trafic Class |
‘Address Translation Upde

(7R) Acceleration

) Device Management
Q s

£ Network

%) system

From the Super-NetOps terminal, run the lab-info utility.

lab-info

HTTPS to the WAF ELB URL. Refresh the browser with <CTRL+F5> for 15 seconds to generate a modest
amount of traffic.

s @ Firefox Web Browser v Mon 20:06

F5 vLab - Mozill

Firefox x

EC2 M. # Cloudv & BIG-IP & BIG-P & BIG-IP ®Fs5viab @ Fsviab | @EFsviab | BFsvl X | +

c @

£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

& https://waf-users5fSlabcom-3256385.us-east-Lelb.ar v - o @ =

ip-100-2-118
F5viLab  Demos ~

Public Cloud Lab:
AZ #2

Deliver the most secure, fast, and reliable applications to
anyone, anywhere at any time.

e U
&3

Available

One of BIG-IP core functions is load balancing, which entails managing network traffic such that no one server
becomes overwhelmed whie: others idle. This improves application performance and availabilty.

Fast

Back in the CloudWatch console. Use the search term waf to see logs coming from your F5 WAF.
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® Chromium

Console - x

@ CloudWatch Man: x \ |8}

& C | & secure ws.amazon.com/cloudwat

east-1#logEventViewer:grot

iserssfslabcom;stream=log-streamfilter=waf *

ervice: Resource Groups

CloudWatch CloudWatch > Log Groups > userSSfSlabcom > log-stream
Dashboards
Alarms < Expandall @ Row Text | & | & @
| wat X © al 30s 5m 1h 6h 1d 1w custom -
oK o
Time (UTC +00:00) Message
Biling
Evonts 2018-07-10
» 031242 [{"time":"Tue, 10 Jul 2018 03:12:42 GMT","host"-"ip-10-0-2-149.ec2.intemal",
Rules »  03:12:42 [{"time™:"Tue, 10 Jul 2018 03:12:42 GMT","host":"ip-10-0-2-149.ec2.internal", "logSource":
Event Buses » 031243 10-0-2-149.ec2.intemal",
| Logs » 031243 10-0-2-149.ec2.intemal’,
» 031243 10-0-2-149.ec2.internal",
Metrics » 031243 10-0-2-149.ec2.intemal”
» 031243 [{time":"Tue, 10 Jul 2018 03:12:43 GMT","host"-"ip-10-0-2-149.ec2.intemal",
Favorites T [tim .
» 031243 [("time""Tue, 10 Jul 2018 03:12:43 GMT" "host"-'ip-10-0-2-149.ec2 internal", #ip-10-0-2-149.ec2.intemal” CLIENT_IP"*10.0.2.214
» 031244 [("time":"Tue, 10 Jul 2018 03:12:44 GMT""host"-'ip-10-0-2-149.ec2 intemal", 1. ip-10-0-2-149.ec2 intemnal","CLIENT_IP""10.0.2.214
» 031244 [("time":"Tue, 10 Jul 2018 03:12:44 GMT", "host"-'ip-10-0-2-149.ec2 intemal","k
» 031244 149.ec2.intemal",
» 031244 149.ec2.intemal",
» 031244 149.ec2.intemal",
» 031244 149.ec2.intemal",
» 031244 149 ec2.intemal’;
» 031244 149.ec2.intemal",
» 031244 “Tue, 10 Jul 2018 03:12:44 GMT","host""ip- 149.ec2.intemal” I
» 031244 ue, 10 Jul 2018 03:12:44 GMT" host 149.ec2.intemal",
» 031244 149.ec2.intemal",
» 031244 149.ec2.intemal
» 031244 149.ec2.intemal",
» 031244 149.ec2.intemal",
» 031244 149.ec2.intemal",
» 031244 149 ec2.intemal”
» 031244 149.ec2.intemal",
» 031245 149.ec2.intemal” I
» 031245 149.ec2.intemal",
» 031246 149.ec2.intemal",
» 031246 149.ec2.intemal",
» 031248 : 10-0-2-149.c2.intemal’, log
» 031252 “Tue, 10 Jul 2018 03:12:52 GMT","host":"ip-10-0-2-149 ec2.intemal", logSource"
» 031258 [("time":"Tue, 10 Jul 2018 03:12:58 GMT", "host"-'ip-10-0-2-149.ec2.intemal", logSourc

Feedback @ English (U

2.6 Autoscale WAF

Automatically scale out your Web Application Firewall to service a surge and scale in when surge subsides.

2.6.1 Autoscale WAF

HTTPS to the WAF ELB URL.
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&« C \A Not secure | bep%//waf-user02fSio-1627564819.us-east-1.elb.amazonaws.com

ip-10-0-1-131

F5vLab  Demos ~

Public Cloud Lab: AZ #2 r5 .20

Deliver the most secure, fast, and reliable applications to anyone, anywhere at any time.

ity Bttt Tttt oot

©O © O

1004131 51002210 181002210
Available Fast Secure

One of BIG-IP core functions is load balancing, which BIG IP is able to shift key tasks away from the server BIG-IP identifies and stops most DDoS attacks before

entails managing network traffic such that no one 10 ItS OWN Processor in order to Improve performance they reach the datacenter. With hardware-based DoS

server becomes overwhelmed while others idle. This This can reduce the number of servers in a typical protections, BIG-IP detects DDoS attacks and routes

improves application performance and availability. datacenter by as much as 60% and speed up the the connections away from critical Servers, or rejects

performance of the remaining servers. them outright.

[ o | e [ il esmm
1002210 [ fiiii emmm
i6-10-0-1-131
Virtual Edition Appliance VIPRION
BIG-IP Virtual Editions offer all the functionality of our Consolidate, distribute, and scale application delivery VIPRION chassis features ultra high-performance blades,

services up, in, and out of the data center with the BIG-IP s0 you can truly scale and adapt on-demand. Only F5
line of hardware devices. You'll find entry-level, midrange enables you to add or remove blades without disrupting
and high-performance eptions built to suit a wide range of YOUr apps oF users. VIPRION lets you add power without
adding devices. You'll find different chassis options to
meet both enterprise and service provider requirements

hardware based solutions. They can run continuously or
be spun up and down as needed to handle spikes in
demand. With the most flexible deployment options in the
industry, Virtual Editions provide an agile and efficient way business requirements.
10 deploy F5's Software-Defined Application Services

fabric in hybrid, virtual, and cloud environments.

F5vLab

Release: 2017-01-30
© 2017 F5 Networks, Inc.

ip-10-0-2-219

From the AWS console, navigate to Services => AUTO SCALING => Auto Scaling Groups. Filter on your
username and select your waf-userxx. .. auto scaling group.

Select the ‘Instances’ tab below, and select your Instance ID (there should be only one). If your instance is
“Protected from... Scale in” then it will always stay up regardless of scale up/down thresholds configured.
It's common to keep a single minimum WAF instance running at all times and scale the 2nd, 3rd, Nth WAF

during surges.
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*

Resource Groups ~

EC2 Dashboard
Events

Tags

Reports

Limits.

Instances
Spot Requests
Reserved Instances
Scheduled Instances

Dedicated Hosts

AMIs
Bundle Tasks

Volumes

Snapshots

Security Groups
Elastic IPs
Placement Groups
Key Pairs

Network Interfaces

PRl Create Auto Scaling group JIFELERA

Filter: | Q Filter Auto Scaling groups x
@ | Name ~ | Launch Configuration ~ Instances ~ Desired ~
8 vafuser2f5iovpe-bTbicTce-BigipAutoscaleGroup-8GKCWS 1ZHIAM waf-user02fSio-vpc-b7b... 2 2

Auto Scaling Group: waf-

r02f5i0-vpe-b7b1c7 8GKCWO1ZHJAM

Details | Activity History | ScalingPolicies | Instances = Monitoring  Notifications =~ Tags | Scheduled Actions
Actions ¥
Filter: Any Health Status v Any Lifecycle State v | Q Filter instances X

Instance ID

+ Lifecyle - Launch Configuration Name
fb0749b1 Pending f-user02f5io-vpc-b7blc7ce BigipLaunchConfig-STCZTO2TTBHC
7cbfozed InSenvice waf-User02f5io-vpc-b7blc7ce-BigipLaunchConfig-STCZT92TTBHC

1101 of 1 Auto Scaling Groups

Min -~ Max - Availability Zones ~ Default Cooldown ~ Health Check Grac~
1 2 us-east-1a, us-east-1b 1,500 1,500
_§_N=]
fd
1to2 of 2 Instances
~  Availability Zone ~  Health Status = Protected from ~
us-east1a Healthy
us-east-1b Healthy Scale In

Select the Scaling Polices tab. These policies were deployed via the CloudFormation template and can be
changed via the CloudFormation template.

Services -

*

Resource Groups ~

Events
Tags
Reports

Limits

Instances
Spot Requests
Reserved Instances
Scheduled Instances

Dedicated Hosts

AMis
Bundle Tasks

Volumes

Snapshots

Security Groups
Elastic IPs
Placement Groups
Key Pairs

Network Interfaces

Load Balancers
Target Groups
Launch Configurations

Auto Scaling Groups

PRl Create Auto Scaling group JFXSTLERA

S & 0
Filter: | Q Filter Auto Scaling groups x 1101 of 1 Auto Scaling Groups
a Name ~ Launch Configuration ~ Instances ~ Desired - Min ~ Max - Availability Zones ~  Default Cooldown -~ Health Check Grac~
[ ] f- 02f5io-vpe-b7b1c7 igip: KCW91ZHJ4M waf-user02f5io-vpe-b7b. 2 2 1 2 us-east-1a, us-east-1b 1,500 1,500
Auto Scaling Group: waf- pcb7bic W91ZHJIAM [_ N}
Details Activity History | Scaling Policies | Instances Monitoring Notifications Tags Scheduled Actions
Add policy <
waf-user02f5io-vpe-b7b1c7ce-BigipScaleDownPolicy-G5JDZJU41J1V Actions v
Policy type:  Simple sealing
Execute policy when:  waf-user02fSio-vpc-b7b1c7ce-BigipLowbytesAlarm-3DLMRIVDNCXV
breaches the alarm threshold: throughput-per-sec < 1000 for 10 consecutive periods of 300 seconds
for the metric dimensions
Take the action:  Remove 1 instances
Andthenwait: 1500 seconds before allowing another scaling activity
waf-user02f5io-vpe-b7b1c7ce-BigipScaleUpPolicy-42WVIPMQZH1G Actions ¥

Policy type:
Execute policy when:

Take the action:

And then wait:

simple scaling

waf-user02fSio-vpo-b7b1c7ce-BigipHighbytesAlarm-V8V5I1C7ARAM
breaches the alarm threshold: throughput-per-sec > 3500 for 60 seconds
for the metric dimensions

Add 1 instances

1500 seconds before allowing ancther scaling activity

Login to the active BIG-IP Autoscale Instance MGMT IP on port 8443 configuration utility (web ui).

lab-info

In the Big-IP Configuration utility (Web Ul) navigate to Security -> Application Security -> Security Policies
-> Active Polices. A “linux-low” policy was deployed via CloudFormation template and is in Enforcement
Mode: Blocking.
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207.200.169:8443 /xui/ #0009

& C | A Notsecure | bap/,

1 ONLINE (AcTIvE)
1 standaione

| ASM Signature Update Available

ation Security : Security Policies : Active Policies

. jes | Inactive Poiicies | Policy Groups | Policies Summary | Policy Dif

@ ADpS Active Security Policies
~ | ‘ « Security Policy Name Virtual Servers | Enforcement Mode | Version Pariition / Path ‘

@ DNS | ® linux-high wafu..o_vs  Blocking 2017-07-29 20:43:03 /Common

) Local Traffic Save as Template... | Merge... || Deactvate | Total Entries: 1

(73%) Acceleration

=) Device Management

(‘J Security

Overview
Application Security
Protocol Security
Network Firewall
Do$ Protection

Event Logs

Reporting

Security Updates

Optione

£2) Network
System

From the f5-super-netops container, let’s launch some traffic against the application behind our WAF and
watch it autoscale to service the surge! Replace the htips://waf-userxx... in the command below with the
one in the output of lab-info and don’t miss that critical forward slash / at the end!

base64 /dev/urandom | head -c 3000 > payload
ab -t 120 -c 200 -c¢ 5 -T 'multipart/form-data; boundary=1234567890' -p payload https:/
—/waf-userllfSdemocom-xxXxXxxxXx.us—east-1.elb.amazonaws.com/

Services => Compute => EC2 => INSTANCES => Instances. Filter on your username and after 60 seconds
(the lowest configurable time threshold) hit refresh to see your 2nd autoscale WAF instance starting.

Services ~  Resource Groups v % L ser02@f5.io @ f5agility2017 ~  N. Virginia v  Support v
Events ‘ s
Tags Q| search: user02 search : running Add filter [~] 1to70f7
Reports
Limits Name ~ Instance ID ~ Instance Type ~| Availability Zone ~ Instance State | Status Checks ~ Alarm Status | Public DNS (IPv4) -
=) INSTANCES web-az1.0: user02fSio 100c8185c0b{785319  t2micro Us-east-1a @ running © 22 checks ... None %  ec2-54-162-147-14 compute-1.amazonaws.com ¢
Instances @  BIGIP Autoscale Instance: waf user02f5io 1015[46ceb0749b1  md large us-east1a @ running =] Nene %  c2-31-228-31-190.compute-1. amazonaws.com
Spot Requests Big-IP1: ha-user02f5io-vpc-b7blcTce 1020c3d956c56a8e3a  t2medium us-east-1a @ running © 202checks .. None %  ec2-34-232.9-141.compute-1.amazonaws.com
Reserved Instances web-az2.0: user02f5io i-0517af574a65a6ae1 2 micro us-east-1b @ running @ 272 checks None %  ec2-54-173-59-162 compute-1.amazonaws. com ¢
Scheduled Instances R
et BIG-IP Autoscale Instance: waf-user02f5io 1096736e827cb02cd  md.darge us-east-1b @ running @ 22checks...  None s  ©c252207-200-169.compute-1.amazonaws.com ¢
Dedicated Hosts
Big-IP2: ha-user02f5io-vpe-b7bicTce 10f5(8fd96f1832eba  2medium us-east-1b @ running @ 22checks...  None M ec2-34-19589-147. compute-1.amazonaws.com
=) IMAGES BIG-IP Autoscale Instance: waf-user02f5io i-0828f637482cab6d  m4.xlarge us-east-1a @ terminated None Y
AMIs
Bundle Tasks
_ ELASTIC BLOCK
STORE
Volumes
Snapshots

2.7 Clean Up Environment

The exciting promise of public cloud is not only to stand up application environments quickly, consistently
and with minimum capex, but also the inverse: to tear down application environments quickly, cleanly and
completely.

2.7.1 Clean up the lab environment

From the Super-NetOps terminal, clean up, then destroy the environment.
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https://waf-userxx

lab-cleanup
terraform destroy —--force

for terraform to timeout.

Attention: You might need to run terraform destroy —force a second time. Watch the console output.
Nothing serious: sometimes the Internet gateways take longer to delete than the time we have configured

es [ Terminal

student@docker: ~

student@docker: ~

r -super-netops] [~/marfil-f5-terraform] $ terraform c
aws_vpc. terraform-vpc: Refreshing state... (ID: vpc-7252a108)
aws_iam_server_certificate.elb_cert: Refreshing state... (ID: ASCAJM26DXXFSQG3GVULU)
aws_cloudwatch_log_group.log-group: Refreshing state... (ID: user55f5labcom)
aws_cloudwatch_log_stream.log-stream: Refreshing state... (ID: log-stream)
aws_security_group.elb: Refreshing state... (ID: sg-fed257b5
aws_security_group.fs_data: Refreshing state... (ID: sg-2a425761)
aws_subnet . f5-management-a: Refreshing state... (ID: subnet-fd7805b7)
aws_subnet . f5-management-b: Refreshing state... (ID: subnet-45db7519)
aws_security_group.f5_management: Refreshing state... (ID: sg-864fSacd)
aws_subnet.public-b: Refreshing state... (ID: subnet-9ad779c6)
aws_security_group.instance: Refreshing state... (ID: sg-fd4752b6)
Refreshing state... (ID: subnet-e27a07a8)
X Refreshing state... (ID: subnet-37017c7d)
aws_subnet.private-b: Refreshing state... (ID: subnet-61c46a3d)
aws_internet_gateway.gw: Refreshing state... (ID: igw-ac577fda)
aws_instance.example-b: Refreshing state... (ID: i-02b188dchbld283de)
aws_route_table.rtl: Refreshing state... (ID: rtb-19b20466)
aws_cloudformation_stack. f5-cluster-cross-az-ha-bigiq: Refreshing state... (ID: arn:aws:cloudformation:us-east-1:45711
aws_instance.example-a: Refreshing state... (ID: i-0436467958c62c0e3)
aws_elb. f5-autoscale-waf-elb: Refreshing state... (ID: waf-user55f5labcom)
aws_main_route_table_association.association-subnet: Refreshing state... (ID: rtbassoc-1d78b763)
aws_cloudformation_stack. f5-autoscale-waf: Refreshing state... (ID: arn:aws:cloudformation:us-east-1:457112
Refreshing state... (ID: tf-elb-user55f5labcom)
Destroying... (ID: sg-864f5acd)
] . (ID: subnet-37017c7d)
aws_cloudformation_stack. f5-autoscale-waf: Destroying... (ID: arn:aws:cloudformation:us-east-1:457112
aws_elb.example: Destroying... (ID: tf-elb-user55f5labcom)
aws_subnet .private-b: Destroying... (ID: subnet-6lc46a3d)
aws_cloudformation_stack. f5-cluster-cross-az-ha-bigiq: Destroying... (ID: arn:aws:cloudformation:us-east-1
aws_cloudwatch_log_stream.log-stream: Destroying... (ID: log-stream)
aws_main_route_table_association.association-subnet: Destroying... (ID: rtbassoc-1d78b763)
aws_security_group.f5_data: Destroying... (ID: sg-2a425761)
aws_cloudwatch_log_stream.log-stream: Destruction complete
aws_elb.example: Destruction complete
aws_instance.example-a: Destroying... (ID: i-0436467958c62c0e3)
aws_instance.example-b: Destroying... (ID: i-02b188dchbld283de)
aws_cloudwatch_log_group.log-group: Destroying... (ID: user55f5labcom)
i Destruction complete
Destruction complete
aws_security_group.f5_management: Destruction complete
aws_cloudwatch_log_group.log-group: Destruction complete
aws_security_group.f5_data: Destruction complete
aws_main_route_table_association.association-subnet: Destruction complete
iws,route,table.rtl: Destroying... (ID: rtb-19b20466)

student@docker: ~

student@docker: ~

[aws_cloudformation_stack. f5-autoscale-waf: Still destroying... (ID: arn:aws:cloudformation:us-east-1:457112
aws_internet_gateway.gw: Still destroying... (ID: igw-ac577fd4, 3mses elapsed)
laws_cloudformation_stack. f5-autoscale-waf: Destruction complete
aws_elb. f5-autoscale-waf-elb: Destroying... (ID: waf-userssfSlabcom)
aws_elb. f5-autoscale-waf-elb: Destruction complete
aws_security_group.elb: Destroying... (ID: sg-fe4257b5)
laws_iam_server_certificate.elb_cert: Destroying... (ID: ASCAJM26DXXFSQG3GVULU)
aws_subnet .public-a: Destroying... (ID: subnet-e27a07a8)
aws_subnet .public-b: Destroying... (ID: subnet-9ad779c6)
aws_internet_gateway.gw: Still destroying... (ID: igw-ac577fdd, 4mos elapsed)
aws_iam_server_certificate.elb_cert: Still destroying... (ID: ASCAIM26DXXFSQG3GVULU, 10s elapsed)
aws_subnet.public-a: Still destroying... (ID: subnet-e27a07a8, 10s elapsed)
aws_security_group.elb: Still destroying... (ID: sg-fed257bs, 10s elapsed)
aws_subnet .public-b: Still destroying... (ID: subnet-9ad779c6, 10s elapsed)
aws_internet_gateway.gw: Still destroying... (ID: igw-ac577fd4, 4mies elapsed)
_iam_ _certificate.elb_cert: Destruction complete
aws_subnet .public-a: Still destroying... (ID: subnet-e27a07a8, 20s elapsed)
aws_security_group.elb: Still destroying... (ID: sg-fe4257bs, 20s elapsed)
aws_subnet.public-b: Still destroying... (ID: subnet-9ad779c6, 20s elapsed)
aws_internet_gateway.gw: Still destroying... (ID: igw-ac577fd4, 4m2es elapsed)
aws_subnet.public-a: Still destroying... (ID: subnet-e27a07a8, 30s elapsed)
aws_security_group.elb: Still destroying... (ID: sg-fed257b5, 30s elapsed)
aws_subnet .public-b: Still destroying. subnet-9ad779¢c6, 30s elapsed)
aws_subnet .public-a: Still destroying. : subnet-e27a07a8, 40s elapsed)
aws_security_group.elb: Still destroying... (ID: sg-fed257b5, 40s elapsed)
aws_subnet.public-b: Still destroying... (ID: subnet-9ad779c6, 40s elapsed)
aws_subnet.public-a: Destruction complete
aws_subnet .public-b: Destruction complete
aws_security_group.elb: Destruction complete

[ @ 1 [~/marfil-f5 aform destr
aws_vpc. terraforn-vpc: Refreshing state... (ID: vpc-7252a108
nternet_gateway.gw: Refreshing state... (ID: igw-ac577fdd)
Destroying... (ID: igw-ac577fd4)
Still destroying... (ID: igw-ac577fdd, 10s elapse
Destruction complete
Destroying... (ID: vpc-7252a108)
aws_vpc. terraforn-vpc: Destruction complete

Destroy complete! Resources: 2 destroyed.
[rootefs tops] [~/marfil-f5-terraform] $ I

1-50844763¢

3b7h)
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Activities @) Firefox Web Browser Mon 20:30 )
CloudFormation Management Console - Mozilla Firefox x
CloudFormation Ma; X | @ CloudWatch Manag: X | (§ BIG-IP® x X | (§ BIGIP® - ip-10-0-2- X | (& F5 vLab X | (B F5vlab X | (® F5vLab X (& F5viLab x|+
<« c o Da console. aws.amazon.comy/cloudformation/home?regiot east-1#/stacks?filter=active R+ ¥ @
£ Most Visited @ Getting Started @ Amazon Web Servic... €) F5 Networks - GitHub (& F5 Cloud Docs

Service:

@ CloudFormation v  Stacks

Create Stack Actions ~

Active

Design template cl e

No matching stacks found

Filter: userss|

Create a stack

AWS CloudFormation allows you to quickly and easiy deploy your infrastructure resources and applications on AWS. You can use one
of the templates we provide to get started quickly with applications like WordPress or Drupal, one of the many sample templates or
create your own template.

You do not currently have any stacks. Choose Create new stack below to create a new AWS CloudFormation stack.

Create a StackSet

A StackSet is a container for AWS CloudFormation stacks that lets you provision stacks across AWS accounts and regions by using a
single AWS CloudFormation template.

Create new S

Design a template

Templates tell AWS CloudFormation which AWS resources to provision and how to provision them. When you create a CloudFormation
stack, you must submit a template.

o build and view templates, you can use the drag-and-drop tool called AWS CloudFormation Designer. You drag-and-drop the
resources that you want to add to your template and drag lines between resources to create connections. To use Designer to create a
template or to open and modify a template, choose Design template.
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